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MIL-STD-461E

FOREWORD

1. Thismilitary standard is approved for use by all Departments and Agencies of the Department
of Defense.

2. Beneficial comments (recommendations, additions, deletions) and any pertinent data which
may be of use in improving this document should be addressed to: ASC/ENSI, 2530 Loop Road
West, Wright-Patterson Air Force Base, OH 45433-7101, by using the self-addressed
Standardization Document Improvement Proposal (DD Form 1426) appearing at the end of this
document or by letter.

3. Thetest requirements previously contained in MIL-STD-462 used to verify compliance with
MIL-STD-461 have been included in this version of MIL-STD-461.

4. The stated interface requirements are considered necessary to provide reasonable confidence
that a particular subsystem or equipment complying with these requirements will function within
their designated design tolerances when operating in their intended el ectromagnetic environment
(EME). The procuring activity should consider tailoring the individual requirements to be more
or less severe based on the design features of the intended platform and its mission in concert
with personnel knowledgeable about electromagnetic compatibility issues affecting platform
integration.

5. An appendix isincluded which provides the rationale and background for each requirement
and verification section.

6. A committee consisting of representatives of the Army, Air Force, Navy, other DoD agencies,
and Industry prepared this document.
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1. SCOPE

1.1 Purpose.

This standard establishes interface and associated verification requirements for the control of the
electromagnetic interference (emission and susceptibility) characteristics of electronic, electrical,
and electromechanical equipment and subsystems designed or procured for use by activities and
agencies of the Department of Defense. Such equipment and subsystems may be used
independently or as an integral part of other subsystems or systems. This standard is best suited
for items that have the following features: electronic enclosures that are no larger than an
equipment rack, electrical interconnections that are discrete wiring harnesses between enclosures,
and electrical power input derived from prime power sources. This standard should not be
directly applied to items such as modules |ocated inside el ectronic enclosures or entire platforms.
The principlesin this standard may be useful as a basis for devel oping suitable requirements for
those applications. Dataitem requirements are also included.

1.2 Application.

1.2.1 General applicability.
The applicability of the emission and susceptibility requirements is dependent upon the types of
equipment or subsystems and their intended installations as specified herein.

1.2.2 Tailoring of requirements.

Application-specific environmental criteriamay be derived from operational and engineering
analyses on equipment or subsystems being procured for use in specific systems or platforms.
When analyses reveal that the requirements in this standard are not appropriate for that
procurement, the requirements may be tailored and incorporated into the request-for-proposal,
specification, contract, order, and so forth. The test procedures contained in this document shall
be adapted by the testing activity for each application. The adapted test procedures shall be
documented in the Electromagnetic Interference Test Procedures (EMITP)(See 6.3).

1.3 Structure.

The standard has two primary sections, the main body and the appendix. The main body contains
the interface and verification requirements of this standard. The appendix is non-contractual and
provides rationale for the requirements and guidance on their interpretation and use. The
paragraph numbering scheme for the appendix parallels the numbering for the main body
requirements except that an extra“0” digit isincluded (for example, 20.0 rather than 2.0).
Occasionally, there are references in the main body to appendix material where an obvious need
exists for the appendix information to be examined.

1.4 Emission and susceptibility designations.

The emissions and susceptibility and associated test procedure requirements in this standard are
designated in accordance with an alphanumeric coding system. Each requirement isidentified by
atwo letter combination followed by athree digit number. The number isfor reference purposes
only. The meaning of the individual lettersis asfollows:

C = Conducted
R = Radiated
E = Emission
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S = Susceptibility

a. Conducted emissions requirements are designated by "CE---."

b. Radiated emissions requirements are designated by "RE---."

c¢. Conducted susceptibility requirements are designated by "CS---."
d. Radiated susceptibility requirements are designated by "RS---."
e. "---" = numerical order of requirement from 101 to 199.
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2. APPLICABLE DOCUMENTS

2.1 Government documents.

2.1.1 Gover nment documents, drawings, and publications.

The following other Government documents, drawings, and publications form a part of this
document to the extent specified herein. Unless otherwise specified, the issues are those cited in
the solicitation.

DEPARTMENT OF DEFENSE (DoD)

DoDI 6055.11 - Protection of DoD Personnel from Exposure to
Radio Frequency Radiation and Military
Exempt Lasers

SD-2 - Buying Commercial and Nondevel opmental
ltems

NORTH ATLANTIC TREATY ORGANIZATION

STANAG 3516 - Electromagnetic Interference and Test Methods
for Aircraft Electrical and Electronic
Equipment

STANAG 4435 - Electromagnetic Compatibility Testing

Procedures and Requirements for Naval
Electrical and Electronic Equipment (Surface
Ship, Metallic Hull)

STANAG 4436 - Electromagnetic Compatibility Testing
Procedures and Requirements for Naval
Electrical and Electronic Equipment (Surface
Ship, Non-Metallic Hull)

STANAG 4437 - Electromagnetic Compatibility Testing
Procedures and Requirements for Naval
Electrical and Electronic Equipment
(Submarines)

(Copies of the DoDI 6055.11, SD-2, and STANAGs are available from the Department of
Defense Single Source Stock Point, 700 Robbins Avenue, Building 4D, Philadelphia PA 19111-
5094 [ Telephone 215-697-2179].)

2.2 Non-Government publications.
The following documents form a part of this document to the extent specified herein. Unless
otherwise specified, the issues of the documents which are DoD adopted are those listed in the
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issue of the DoDISS cited in the solicitation. Unless otherwise specified, the issues of

documents not listed in the DoDISS are the issues of the documents cited in the solicitation (see
6.2).

AMERICAN NATIONAL STANDARDS INSTITUTE (ANSI)

ANSI/IEEE C63.2 - Standard for Instrumentation-Electromagnetic
Noise and Field Strength, 10 kHz to 40 GHz,
Specifications

ANSI/IEEE C63.4 - Standard for Electromagnetic Compatibility,

Radio-Noise Emissions from Low Voltage
Electrical and Electronic Equipment in the
Range of 9 kHz to 40 GHz, Methods of

M easurement

ANSI/IEEE C63.14 - Standard Dictionary for Technologies of
Electromagnetic Compatibility (EMC),
Electromagnetic Pulse (EMP), and Electrostatic
Discharge (ESD)

ANSI/NCSL Z540-1 - Genera Requirements for Calibration
Laboratories and Measuring and Test
Equipment

(DoD activities may obtain copies of ANSI documents from the Standardization Document
Order Desk, 700 Robbins Avenue, Building 4D, Philadelphia PA 19111-5094. Other
Government agencies and the private sector may address application for copies of ANSI
documents to the American National Standards Institute, 11 West 42™ Street, New Y ork, New
Y ork 10036 [Telephone: 212-642-4900 or Fax: 212-398-0023]; or the Institute of Electrical and
Electronics Engineers, Incorporated (IEEE), 445 Hoes Lane, Piscataway NJ 08855-1331
[ Telephone: 800-701-4333 or Fax: 908-981-9667].)

AMERICAN SOCIETY FOR TESTING AND MATERIALS (ASTM)
ASTM E 380 - Standard for Metric Practice (DoD adopted)
(Application for copies should be addressed to the American Society for Testing and
Materials, 1916 Race Street, Philadelphia PA 19103-1187 [Telephone: 215-299-5585 or FAX:
215-977-9679].)

INTERNATIONAL STANDARDS ORGANIZATION

ISO 10012-1 - Quality Assurance Requirements for Measuring
Equipment
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(Application for copies of SO documents should be addressed to |SO, International
Organization for Standardization, 3 rue de Varembe, 1211 Geneve 20, Geneve, Switzerland
[Telephone: 41 22 734 0150].)

SOCIETY OF AUTOMOTIVE ENGINEERS (SAE)

ARP 958 - Electromagnetic Interference Measurement
Antennas; Standard Calibration Requirements
and Methods

(Application for copies should be addressed to the Society of Automotive Engineers,
Incorporated, 400 Commonwealth Drive, Warrendale PA 15096 [Telephone: 412-776-4841 or
FAX: 412-776-5760].)

2.3 Order of precedence.

In the event of a conflict between the text of this standard and the references cited herein, the text
of this standard shall take precedence. Nothing in this document, however, supersedes applicable
laws and regulations unless a specific exemption has been obtained.
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3. DEFINITIONS

3.1 General.
The terms used in this standard are defined in ANSI C63.14. In addition, the following
definitions are applicable for the purpose of this standard.

3.2 Acronymsused in this standard.

a ASW - Anti-submarine Warfare

b. BIT - Built-in Test

c. EMC - Electromagnetic Compatibility

d. EME - Electromagnetic Environment

e. EMI - Electromagnetic Interference

f. EMICP -  Electromagnetic Interference Control Procedures
g. EMITP -  Electromagnetic Interference Test Procedures
h. EMITR -  Electromagnetic Interference Test Report

i. ERP - Effective Radiated Power

j. EUT - Equipment Under Test

k. GFE - Government Furnished Equipment

. 1SM - Industrial, Scientific and Medical

m. LISN -  Linelmpedance Stabilization Network

n. NDI - Non-Developmental Item

o. RF - Radio Frequency

p. RMS - Root Mean Square

g TEM -  Transverse Electromagnetic

r.. TPD - Termina Protection Device

3.3 Above deck.
An area on ships which is not considered to be “below deck” as defined herein.

3.4 Below deck.

An area on ships which is surrounded by a metallic structure, or an area which provides
significant attenuation to electromagnetic radiation, such as the metal hull or superstructure of a
surface ship, the pressure hull of a submarine and the screened rooms in non-metallic ships.

3.5 External installation.

An equipment location on a platform which is exposed to the external electromagnetic
environment, such as an aircraft cockpit which does not use electrically conductive treatments on
the canopy or windscreen.
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3.6 Flight-line equipment.

Any support equipment that is attached to or used next to an aircraft during pre-flight or post-
flight operations, such as uploading or downloading data, maintenance diagnostics, or equipment
functional testing.

3.7 Internal installation.
An equipment location on a platform which istotally inside an electrically conductive structure,
such as atypical avionics bay in an auminum skin aircraft.

3.8 Metric units.

Metric units are a system of basic measures which are defined by the International System of
Units based on "Le System International d'Unites (SI)", of the International Bureau of Weights
and Measures. These units are described in ASTM E 380.

3.9 Non-developmental item.

Non-developmental item is a broad, generic term that covers material available from awide
variety of sources both Industry and Government with little or no development effort required by
the procuring activity.

3.10 Safety critical.
A category of subsystems and equipment whose degraded performance could result in loss of life
or loss of vehicle or platform.

3.11 Test setup boundary.

The test setup boundary includes all enclosures of the Equipment Under Test (EUT) and the 2
meters of exposed interconnecting leads (except for leads which are shorter in the actual
installation) and power leads required by 4.3.8.6.
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4. GENERAL REQUIREMENTS

4.1 General.

Electronic, electrical, and electromechanical equipment and subsystems shall comply with the
applicable general interface requirementsin 4.2. Genera requirements for verification shall bein
accordance with 4.3. These general requirements are in addition to the applicable detailed
emission and susceptibility requirements and associated test procedures defined in 5.0.

4.2 Interface Requirements.

4.2.1 Joint procurement.
Equipment or subsystems procured by one DoD activity for multi-agency use shall comply with
the requirements of the user agencies.

4.2.2 Filtering (Navy only).

The use of line-to-ground filters for EMI control shall be minimized. Such filters establish low
impedance paths for structure (common-mode) currents through the ground plane and can be a
major cause of interference in systems, platforms, or installations because the currents can couple
into other equipment using the same ground plane. If such afilter must be employed, the line-to-
ground capacitance for each line shall not exceed 0.1 microfarads (uF) for 60 Hertz (Hz)
equipment or 0.02 uF for 400 Hz equipment. For submarine DC-powered equipment and aircraft
DC-powered equipment, the filter capacitance from each line-to-ground at the user interface shall
not exceed 0.075 pF/kW of connected load. For DC loads less than 0.5 kW, the filter
capacitance shall not exceed 0.03 uF. The filtering employed shall be fully described in the
equipment or subsystem technical manual and the Electromagnetic Interference Control
Procedures (EMICP) (See 6.3).

4.2.3 Self-compatibility.

The operational performance of an equipment or subsystem shall not be degraded, nor shall it
malfunction, when al of the units or devices in the equipment or subsystem are operating
together at their designed levels of efficiency or their design capability.

4.2.4 Non-Developmental Items (NDI).
In accordance with the guidance provided by DoD SD-2, the requirements of this standard shall
be met when applicable and warranted by the intended installation and platform requirements.

4241 Commercial items.

4.2.4.1.1 Selected by contractor.

When it is demonstrated that a commercial item selected by the contractor is responsible for
equipment or subsystems failing to meet the contractual EMI requirements, either the
commercial item shall be modified or replaced or interference suppression measures shall be
employed, so that the equipment or subsystems meet the contractual EMI requirements.

4.2.4.1.2 Specified by procuring activity.

When it is demonstrated by the contractor that a commercial item specified by the procuring
activity for use in an equipment or subsystem is responsible for failure of the equipment or
subsystem to meet its contractual EMI requirements, the data indicating such failure shall be
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included in the Electromagnetic Interference Test Report (EMITR) (See 6.3). No modification or
replacement shall be made unless authorized by the procuring activity.

4.2.4.2 Procurement of equipment or subsystems having met other EMI requirements.
Procurement of equipment and subsystems electrically and mechanically identical to those
previously procured by activities of DoD or other Federal agencies, or their contractors, shall
meet the EMI requirements and associated limits, as applicable in the earlier procurement, unless
otherwise specified by the Command or agency concerned.

4.2.5 Government Furnished Equipment (GFE).

When it is demonstrated by the contractor that a GFE is responsible for failure of an equipment
or subsystem to meet its contractual EMI requirements, the data indicating such failure shall be
included in the EMITR. No modification shall be made unless authorized by the procuring
activity.

4.2.6 Switchingtransients.

Switching transient emissions that result at the moment of operation of manually actuated
switching functions are exempt from the requirements of this standard. Other transient type
conditions, such as automatic sequencing following initiation by a manual switching function,
shall meet the emissions requirements of this standard.

4.3 Verification requirements.

The general requirements related to test procedures, test facilities, and equipment stated below,
together with the detailed test procedures included in 5.0, shall be used to determine compliance
with the applicable emission and susceptibility requirements of this standard. Any procuring
activity approved exceptions or deviations from these general requirements shall be documented
in the Electromagnetic Interference Test Procedures (EMITP) (See 6.3). Equipment that are
intended to be operated as a subsystem shall be tested as such to the applicable emission and
susceptibility requirements whenever practical. Formal testing is not to commence without
approval of the EMITP by the Command or agency concerned. Datathat is gathered as aresult
of performing tests in one e ectromagnetic discipline may be sufficient to satisfy requirementsin
another. Therefore, to avoid unnecessary duplication, a single test program should be established
with tests for similar requirements conducted concurrently whenever possible.

4.3.1 Measurement tolerances.
Unless otherwise stated for a particular measurement, the tolerance shall be as follows:

a. Distance: +5%

b. Frequency: £2%

c. Amplitude, measurement receiver: +2 dB
d

Amplitude, measurement system (includes measurement receivers, transducers, cables,
and so forth): +3 dB

Time (waveforms): £5%
Resistors: 5%

e. Capacitors: +20%

®
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4.3.2 Shielded enclosures.

To prevent interaction between the EUT and the outside environment, shielded enclosures will
usually be required for testing. These enclosures prevent external environment signals from
contaminating emission measurements and susceptibility test signals from interfering with
electrical and electronic itemsin the vicinity of the test facility. Shielded enclosures must have
adequate attenuation such that the ambient requirements of 4.3.4 are satisfied. The enclosures
must be sufficiently large such that the EUT arrangement requirements of paragraph 4.3.8 and
antenna positioning requirements described in the individual test procedures are satisfied.

4.3.2.1 Radio Frequency (RF) absorber material.

RF absorber material (carbon impregnated foam pyramids, ferrite tiles, and so forth) shall be
used when performing electric field radiated emissions or radiated susceptibility testing inside a
shielded enclosure to reduce reflections of electromagnetic energy and to improve accuracy and
repeatability. The RF absorber shall be placed above, behind, and on both sides of the EUT, and
behind the radiating or receiving antenna as shown in Figure 1. Minimum performance of the
material shall be as specified in Tablel. The manufacturer's certification of their RF absorber
material (basic material only, not installed) is acceptable.

TABLE |. Absorption at normal incidence.

Frequency Minimum absorption
80 MHz - 250 MHz 6 dB
above 250 MHz 10dB

4.3.3 Other test sites.
If other test sites are used, the ambient requirements of paragraph 4.3.4 shall be met.

4.3.4 Ambient electromagnetic level.

During testing, the ambient electromagnetic level measured with the EUT de-energized and all
auxiliary equipment turned on shall be at least 6 dB below the allowable specified limits when
the tests are performed in a shielded enclosure. Ambient conducted levels on power leads shall
be measured with the leads disconnected from the EUT and connected to aresistive load which
draws the same rated current asthe EUT. When tests are performed in a shielded enclosure and
the EUT isin compliance with required limits, the ambient profile need not be recorded in the
EMITR. When measurements are made outside a shielded enclosure, the tests shall be
performed during times and conditions when the ambient is at its lowest level. The ambient shall
be recorded in the EMITR and shall not compromise the test results.

4.3.5 Ground plane.

The EUT shall beinstalled on a ground plane that simulates the actual installation. If the actual
installation is unknown or multiple installations are expected, then a metallic ground plane shall
be used. Unless otherwise specified below, ground planes shall be 2.25 square meters or larger
in areawith the smaller side no less than 76 centimeters. When a ground planeis not present in
the EUT installation, the EUT shall be placed on a non-conductive table.

10
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4.3.5.1 Metallic ground plane.

When the EUT isinstalled on ametallic ground plane, the ground plane shall have a surface
resistance no greater than 0.1 milliohms per square. The DC resistance between metallic ground
planes and the shielded enclosure shall be 2.5 milliohms or less. The metallic ground planes
shown in Figures 2 through 5 shall be electrically bonded to the floor or wall of the basic
shielded room structure at least once every 1 meter. The metallic bond straps shall be solid and
maintain afive-to-oneratio or lessin length to width. Metallic ground planes used outside a
shielded enclosure shall extend at least 1.5 meters beyond the test setup boundary in each
direction.

4.3.5.2 Composite ground plane.

When the EUT isinstalled on a conductive composite ground plane, the surface resistivity of the
typical installation shall be used. Composite ground planes shall be electrically bonded to the
enclosure with means suitable to the material.

4.3.6 Power sourceimpedance.

The impedance of power sources providing input power to the EUT shall be controlled by Line
Impedance Stabilization Networks (LISNs) for all measurement procedures of this document
unless otherwise stated in a particular test procedure. LISNs shall not be used on output power
leads. The LISNs shall be located at the power source end of the exposed length of power leads
specified in paragraph 4.3.8.6.2. The LISN circuit shall be in accordance with the schematic
shown in Figure 6. The LISN impedance characteristics shall be in accordance with Figure 7.
The LISN impedance shall be measured at least annually under the following conditions:

a.  Theimpedance shall be measured between the power output lead on the load side of the
LISN and the metal enclosure of the LISN.

b. Thesignal output port of the LISN shall be terminated in fifty ohms.

c. The power input terminal on the power source side of the LISN shall be unterminated.
The impedance measurement results shall be provided in the EMITR.
4.3.7 General test precautions.

4.3.7.1 Accessory equipment.
Accessory equipment used in conjunction with measurement receivers shall not degrade
measurement integrity.

4.3.7.2 Excess personnel and equipment.

The test area shall be kept free of unnecessary personnel, equipment, cable racks, and desks.
Only the equipment essential to the test being performed shall be in the test area or enclosure.
Only personnel actively involved in the test shall be permitted in the enclosure.

4.3.7.3 Overload precautions.

M easurement receivers and transducers are subject to overload, especially receivers without
preselectors and active transducers. Periodic checks shall be performed to assure that an
overload condition does not exist. Instrumentation changes shall be implemented to correct any
overload condition.

11
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4.3.7.4 RF hazards.

Sometestsin this standard will result in electromagnetic fields which are potentially dangerous
to personnel. The permissible exposure levelsin DoDI 6055.11 shall not be exceeded in areas

where personnel are present. Safety procedures and devices shall be used to prevent accidental

exposure of personnel to RF hazards.

4.3.7.5 Shock hazard.
Some of the tests require potentially hazardous voltages to be present. Extreme caution must be
taken by all personnel to assure that all safety precautions are observed.

4.3.7.6 Federal Communications Commission (FCC) restrictions.

Some of the tests require high level signals to be generated that could interfere with normal FCC
approved frequency assignments. All such testing should be conducted in a shielded enclosure.
Some open site testing may be feasible if prior FCC coordination is accomplished.

4.3.8 EUT test configurations.

The EUT shall be configured as shown in the general test setups of Figures 1 through 5 as
applicable. These setups shall be maintained during all testing unless other direction is given for
aparticular test procedure.

4.3.8.1 EUT design status.
EUT hardware and software shall be representative of production. Software may be
supplemented with additional code that provides diagnostic capability to assess performance.

4.3.8.2 Bonding of EUT.

Only the provisionsincluded in the design of the EUT shall be used to bond units such as

equi pment case and mounting bases together, or to the ground plane. When bonding straps are
required, they shall be identical to those specified in the installation drawings.

4.3.8.3 Shock and vibration isolators.

EUTs shall be secured to mounting bases having shock or vibration isolators if such mounting
bases are used in the installation. The bonding straps furnished with the mounting base shall be
connected to the ground plane. When mounting bases do not have bonding straps, bonding
straps shall not be used in the test setup.

4.3.8.4 Safety grounds.

When external terminals, connector pins, or equipment grounding conductors are available for
safety ground connections and are used in the actual installation, they shall be connected to the
ground plane. Arrangement and length shall be in accordance with 4.3.8.6.1.

4.3.8.5 Orientation of EUTSs.

EUTs shall be oriented such that surfaces which produce maximum radiated emissions and
respond most readily to radiated signals face the measurement antennas. Bench mounted EUTs
shall be located 10 +£2 centimeters from the front edge of the ground plane subject to alowances
for providing adequate room for cable arrangement as specified below.

4.3.8.6 Construction and arrangement of EUT cables.

Electrical cable assemblies shall smulate actual installation and usage. Shielded cables or
shielded leads (including power leads and wire grounds) within cables shall be used only if they
have been specified in installation requirements. Cables shall be checked against installation

12
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requirements to verify proper construction techniques such as use of twisted pairs, shielding, and
shield terminations. Details on the cable construction used for testing shall be included in the
EMITP.

4.3.8.6.1 Interconnecting leads and cables.

Individual leads shall be grouped into cables in the same manner as in the actua installation.
Total interconnecting cable lengths in the setup shall be the same as in the actual platform
installation. If acableislonger than 10 meters, at least 10 meters shall beincluded. When cable
lengths are not specified for the installation, cables shall be sufficiently long to satisfy the
conditions specified below. At least the first 2 meters (except for cables which are shorter in the
actual installation) of each interconnecting cable associated with each enclosure of the EUT shall
be run parallel to the front boundary of the setup. Remaining cable lengths shall be routed to the
back of the setup and shall be placed in a zig-zagged arrangement. When the setup includes
more than one cable, individual cables shall be separated by 2 centimeters measured from their
outer circumference. For bench top setups using ground planes, the cable closest to the front
boundary shall be placed 10 centimeters from the front edge of the ground plane. All cables shall
be supported 5 centimeters above the ground plane.

4.3.8.6.2 Input power leads.

Two meters of input power leads (including neutrals and returns) shall be routed parallel to the
front edge of the setup in the same manner as the interconnecting leads. Each input power lead,
including neutrals and returns, shall be connected to aLISN (see 4.3.6). Power leads that are
bundled as part of an interconnecting cable in the actual installation shall be configured in the
same fashion for the 2 meter exposed length and then shall be separated from the bundle and
routed to the LISNs. After the 2 meter exposed length, the power leads shall be terminated at the
LISNsin as short adistance as possible. Thetota length of power lead from the EUT electrical
connector to the LISNs shall not exceed 2.5 meters. All power leads shall be supported

5 centimeters above the ground plane. If the power leads are twisted in the actual installation,
they shall be twisted up to the LISNs.

4.3.8.7 Electrical and mechanical interfaces.

All electrical input and output interfaces shall be terminated with either the actual equipment
from the platform installation or loads which simulate the electrical properties (impedance,
grounding, balance, and so forth) present in the actual installation. Signal inputs shall be applied
to all applicable electrical interfaces to exercise EUT circuitry. EUTswith mechanical outputs
shall be suitably loaded. When variable electrical or mechanical loading is present in the actual
installation, testing shall be performed under expected worst case conditions. When active
electrical loading (such as atest set) is used, precautions shall be taken to insure the active load
meets the ambient requirements of 4.3.4 when connected to the setup, and that the active load
does not respond to susceptibility signals. Antenna ports on the EUT shall be terminated with
shielded, matched loads.

4.3.9 Operation of EUT.

During emission measurements, the EUT shall be placed in an operating mode which produces
maximum emissions. During susceptibility testing, the EUT shall be placed in its most
susceptible operating mode. For EUTs with severa available modes (including software
controlled operational modes), a sufficient number of modes shall be tested for emissions and
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susceptibility such that all circuitry is evaluated. The rationale for modes selected shall be
included in the EMITP.

4.3.9.1 Operating frequenciesfor tunable RF equipment.

Measurements shall be performed with the EUT tuned to not less than three frequencies within
each tuning band, tuning unit, or range of fixed channels, consisting of one mid-band frequency
and afrequency within +5 percent from each end of each band or range of channels.

4.3.9.2 Operating frequenciesfor spread spectrum equipment.
Operating frequency requirements for two major types of spread spectrum equipment shall be as
follows:

a.  Frequency hopping. Measurements shall be performed with the EUT utilizing a hop set
which contains a minimum of 30% of the total possible frequencies. This hop set shall
be divided equally into three segments at the low, mid, and high end of the EUT's
operational frequency range.

b. Direct sequence. Measurements shall be performed with the EUT processing data at the
highest possible data transfer rate.

4.3.9.3 Susceptibility monitoring.

The EUT shall be monitored during susceptibility testing for indications of degradation or
malfunction. This monitoring is normally accomplished through the use of built-in-test (BIT),
visual displays, aural outputs, and other measurements of signal outputs and interfaces.
Monitoring of EUT performance through installation of special circuitry inthe EUT is
permissible; however, these modifications shall not influence test results.

4.3.10 Use of measurement equipment.

M easurement equipment shall be as specified in the individual test procedures of this standard.
Any frequency selective measurement recelver may be used for performing the testing described
in this standard provided that the receiver characteristics (that is, sensitivity, selection of
bandwidths, detector functions, dynamic range, and frequency of operation) meet the constraints
specified in this standard and are sufficient to demonstrate compliance with the applicable limits.
Typical instrumentation characteristics may be found in ANSI C63.2.

4.3.10.1 Detector.

A peak detector shall be used for all frequency domain emission and susceptibility
measurements. This device detects the peak value of the modulation envelope in the receiver
bandpass. Measurement receivers are calibrated in terms of an equivalent Root Mean Square
(RMS) value of a sine wave that produces the same peak value. When other measurement
devices such as oscilloscopes, non-selective voltmeters, or broadband field strength sensors are
used for susceptibility testing, correction factors shall be applied for test signalsto adjust the
reading to equivalent RM S values under the peak of the modulation envelope.

4.3.10.2 Computer-controlled receivers.

A description of the operations being directed by software for computer-controlled receivers shall
beincluded in the EMITP. Verification techniques used to demonstrate proper performance of
the software shall also be included.
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4.3.10.3 Emission testing.

4.3.10.3.1 Bandwidths.

The measurement receiver bandwidths listed in Table Il shall be used for emission testing. These
bandwidths are specified at the 6 dB down points for the overall selectivity curve of the
receivers. Video filtering shall not be used to bandwidth limit the receiver response. If a
controlled video bandwidth is available on the measurement receiver, it shall be set to its greatest
value. Larger receiver bandwidths may be used; however, they may result in higher measured
emission levels. NO BANDWIDTH CORRECTION FACTORS SHALL BE APPLIED TO
TEST DATA DUE TO THE USE OF LARGER BANDWIDTHS.

TABLE Il. Bandwidth and measurement time.

Frequency Range 6dB Dwell Time Minimum Measurement Time
Bandwidth Analog Measurement Receiver
30Hz- 1kHz 10 Hz 0.15 sec 0.015 sec/Hz
1kHz-10kHz 100 Hz 0.015 sec 0.15 sec/kHz
10 kHz - 150 kHz 1kHz 0.015 sec 0.015 sec/kHz
150 kHz - 30 MHz 10 kHz 0.015 sec 1.5 sec/MHz
30 MHz - 1 GHz 100 kHz 0.015 sec 0.15 sec/MHz
Above 1 GHz 1 MHz 0.015 sec 15 sec/GHz

4.3.10.3.2 Emission identification.

All emissions regardless of characteristics shall be measured with the measurement receiver
bandwidths specified in Table || and compared against the applicable limits. Identification of
emissions with regard to narrowband or broadband categorization is not applicable.

4.3.10.3.3 Frequency scanning.

For emission measurements, the entire frequency range for each applicable test shall be scanned.
Minimum measurement time for analog measurement receivers during emission testing shall be
as specified in Table I1. Synthesized measurement receivers shall step in one-half bandwidth
increments or less, and the measurement dwell time shall be as specified in Tablell. For
equipment that operates such that potential emissions are produced at only infrequent intervals,
times for frequency scanning shall be increased as necessary to capture any emissions.

4.3.10.3.4 Emission data presentation.

Amplitude versus frequency profiles of emission data shall be automatically generated and
displayed at the time of test and shall be continuous. The displayed information shall account for
all applicable correction factors (transducers, attenuators, cable loss, and the like) and shall
include the applicable limit. Manually gathered datais not acceptable except for verification of
the validity of the output. Plots of the displayed data shall provide a minimum frequency
resolution of 1% or twice the measurement receiver bandwidth, whichever isless stringent, and
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minimum amplitude resolution of 1 dB. The above resolution requirements shall be maintained
in the reported results of the EMITR.

4.3.10.4 Susceptibility testing.

4.3.10.4.1 Frequency scanning.

For susceptibility measurements, the entire frequency range for each applicable test shall be
scanned. For swept frequency susceptibility testing, frequency scan rates and frequency step
sizes of signal sources shall not exceed the valueslisted in Tablelll. Therates and step sizes are
specified in terms of amultiplier of the tuned frequency (fo) of the signal source. Analog scans
refer to signal sources which are continuously tuned. Stepped scans refer to signal sources which
are sequentially tuned to discrete frequencies. Stepped scans shall dwell at each tuned frequency
for the greater of 3 seconds or the EUT response time. Scan rates and step sizes shall be
decreased when necessary to permit observation of a response.

TABLE I11. Susceptibility scanning.

Analog Scans Stepped Scans
Frequency Range Maximum Scan Rates Maximum Step Size
30Hz - 1MHz 0.0333fo/sec 0.05fo
1 MHz - 30 MHz 0.00667 fo/sec 0.01f,
30 MHz - 1GHz 0.00333 fo/sec 0.005 fq
1 GHz - 8 GHz 0.000667 fo/sec 0.001 f,
8 GHz - 40 GHz 0.000333 fo/sec 0.0005 fo

4.3.10.4.2 Modulation of susceptibility signals.
Susceptibility test signals for CS114 and RS103 shall be pulse modulated (on/off ratio of 40 dB
minimum) at a 1 kHz rate with a 50% duty cycle.

4.3.10.4.3 Thresholds of susceptibility.

When susceptibility indications are noted in EUT operation, athreshold level shall be determined
where the susceptible condition is no longer present. Thresholds of susceptibility shall be
determined as follows and described in the EMITR:

a.  When asusceptibility condition is detected, reduce the interference signal until the EUT
recovers.

b. Reducetheinterference signal by an additional 6 dB.

c. Gradually increase the interference signal until the susceptibility condition reoccurs.
Theresulting level isthe threshold of susceptibility.

d. Record thislevel, frequency range of occurrence, frequency and level of greatest
susceptibility, and other test parameters, as applicable.
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4.3.11 Calibration of measuring equipment.

Test equipment and accessories required for measurement in accordance with this standard shall
be calibrated in accordance with ANSI/NCSL Z540-1 or 1SO 10012-1 or under an approved
calibration program traceable to the National Institute for Standards and Technology. In
particular, measurement antennas, current probes, field sensors, and other devices used in the
measurement |oop shall be calibrated at least every 2 years unless otherwise specified by the
procuring activity, or when damage is apparent.

4.3.11.1 Measurement system test.

At the start of each emission test, the complete test system (including measurement receivers,
cables, attenuators, couplers, and so forth) shall be verified by injecting a known signal, as stated
in theindividual test procedure, while monitoring system output for the proper indication. When
the emission test involves an uninterrupted set of repeated measurements (such as evaluating
different operating modes of the EUT) using the same measurement equi pment, the measurement
system test needs to be accomplished only one time.

4.3.11.2 Antennafactors.
Factors for test antennas shall be determined in accordance with SAE ARP-958.
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FIGURE 1. RF absorber loading diagram.
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FIGURE 5. Test setup for free standing EUT.
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5. DETAILED REQUIREMENTS

5.1 General.

This section specifies detailed emissions and susceptibility requirements and the associated test
procedures. TablelV isalist of the specific requirements established by this standard identified
by requirement number and title. General test procedures are included in this section. Specific
test procedures are implemented by the Government approved EMITP. All results of tests
performed to demonstrate compliance with the requirements are to be documented in the EMITR
and forwarded to the Command or agency concerned for evaluation prior to acceptance of the
equipment or subsystem. Design procedures and techniques for the control of EMI shall be
described in the EMICP. Approval of design procedures and techniques described in the EMICP
does not relieve the supplier of the responsibility of meeting the contractual emission,
susceptibility, and design requirements.

5.1.1 Unitsof frequency domain measur ements.

All frequency domain limits are expressed in terms of equivalent Root Mean Square (RMYS)
value of a sine wave as would be indicated by the output of a measurement receiver using peak
envelope detection (see 4.3.10.1).

5.2 EMI control requirements versusintended installations.

Table V summarizes the requirements for equipment and subsystems intended to be installed in,
on, or launched from various military platforms or installations. When an equipment or
subsystem isto be installed in more than one type of platform or installation, it shall comply with
the most stringent of the applicable requirements and limits. An"A" entry in the table means the
requirement is applicable. An"L" entry means the applicability of the requirement islimited as
specified in the appropriate requirement paragraphs of this standard; the limits are contained
herein. An"S" entry means the procuring activity must specify the applicability, limit, and
verification proceduresin the procurement specification. Absence of an entry means the
requirement is not applicable.

5.3 Emission and susceptibility requirements, limits, and test procedures.

Individual emission or susceptibility requirements and their associated limits and test procedures
are grouped together in the following sections. The applicable frequency range and limit of many
emission and susceptibility requirements varies depending on the particular platform or
installation. The test procedures included in this section are valid for the entire frequency range
specified in the procedure; however, testing only needs to be performed over the frequency range
specified for the particular platform or installation.
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TABLE IV. Emission and susceptibility requirements.

Requirement Description

CE101 Conducted Emissions, Power Leads, 30 Hz to 10 kHz

CE102 Conducted Emissions, Power Leads, 10 kHz to 10 MHz

CE106 Conducted Emissions, Antenna Terminal, 10 kHz to 40 GHz

Csl101 Conducted Susceptibility, Power Leads, 30 Hz to 150 kHz

CS103 Conducted Susceptibility, Antenna Port, Intermodulation, 15 kHz to
10 GHz

CS104 Conducted Susceptibility, Antenna Port, Rejection of Undesired
Signals, 30 Hz to 20 GHz

CS105 Conducted Susceptibility, Antenna Port, Cross-Modulation, 30 Hz to
20 GHz

CS109 Conducted Susceptibility, Structure Current, 60 Hz to 100 kHz

Cs114 Conducted Susceptibility, Bulk Cable Injection, 10 kHz to 200 MHz

CS115 Conducted Susceptibility, Bulk Cable Injection, Impulse Excitation

CS116 Conducted Susceptibility, Damped Sinusoidal Transients, Cables and
Power Leads, 10 kHz to 100 MHz

RE101 Radiated Emissions, Magnetic Field, 30 Hz to 100 kHz

RE102 Radiated Emissions, Electric Field, 10 kHz to 18 GHz

RE103 Radiated Emissions, Antenna Spurious and Harmonic Outputs, 10 kHz
to 40 GHz

RS101 Radiated Susceptibility, Magnetic Field, 30 Hz to 100 kHz

RS103 Radiated Susceptibility, Electric Field, 2 MHz to 40 GHz

RS105 Radiated Susceptibility, Transient Electromagnetic Field
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TABLE V. Requirement matrix.

Equipment and Subsystems Installed
In, On, or Launched From the
Following Platforms or Installations

Requirement Applicability

SR ONORONONONONORONGR@NEVEPINPVEPINPINPY)
m (MM 0 | 0|00 |0 (W0 |0 m|mmn|» 0
cloblolalolelakrlrrBlEElRIG]|S
Sggpwhmmhmmpmwl—\wm
Surface Ships A|LIA|S|S|S A|L[AJA|A|[L|A|A|L
Submarines A|lA[L|A|S|S|S|L|A|L|AJAJA|[L|A|A|L
Aircraft, Army, Including Flight Line |A|A|L|A|S|S|S AlA|AIA|IA|LIA|A|L
Aircraft, Navy LIA|L|A[S|S|S A|lA[A|L|A|L|L|A|L
Aircraft, Air Force A|LIA|S|S|S AlAA AlL A
Space Systems, Including Launch A|IL|A[S|S|S AlAlA AlL A
Vehicles
Ground, Army A[LIA[S|S|S AlA[A AlL|L|A
Ground, Navy A|L[A|S|S|S AlA A A|LIAJA|L
Ground, Air Force A|ILIA|S|S|S AlA A AlL A

Legend:
A: Applicable

L: Limited as specified in the individual sections of this standard
S.  Procuring activity must specify in procurement documentation
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5.4 CE101, conducted emissions, power leads, 30 Hzto 10 kHz.

5.4.1 CE101 applicability.

This requirement is applicable for power leads, including returns, that obtain power from other
sources got part of the EUT for submarines, Army aircraft® (including flight line) and Navy
aircraft*

*For equipment intended to be installed on Navy aircraft, this requirement is applicable only
for aircraft with Anti-Submarine Warfare (ASW) capability.

“For AC applications, this requirement is applicable starting at the second harmonic of the
EUT power frequency.

5.4.2 CE101 limits.

Conducted emissions on power leads shall not exceed the applicable values shown on Figures
CE101-1 through CE101-3, as appropriate, for submarines and Figure CE101-4 for Army aircraft
(including flight line) and Navy ASW aircraft.

5.4.3 CE101 test procedure.

5.4.3.1 Purpose.
Thistest procedure is used to verify that electromagnetic emissions from the EUT do not exceed
the specified requirements for power input leads including returns.

5.4.3.2 Test equipment.
The test equipment shall be as follows:

a.  Measurement receivers
Current probes

Signal generator
Datarecording device
Oscilloscope

Resistor (R)

g. LISNs

5.4.3.3 Setup.
The test setup shall be asfollows:

a. Maintain abasic test setup for the EUT as shown and described in Figures 2 through 5
and 4.3.8. The LISN may be removed or replaced with an alternative stabilization
device when approved by the procuring activity.

-~ 0o o o O

b. Cdlibration. Configure the test setup for the measurement system check as shown in
Figure CE101-5.

c. EUT testing.

CE101
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(1) Configure the test setup for compliance testing of the EUT as shown in Figure
CE101-6.

(2) Position the current probe 5 cm from the LISN.

5.4.3.4 Procedures.
The test procedures shall be as follows:

a. Turn on the measurement equipment and allow a sufficient time for stabilization.

b.

Cdlibration. Evaluate the overall measurement system from the current probe to the
data output device.

(1) Apply acalibrated signa level, whichis at least 6 dB below the applicable limit at
1 kHz, 3 kHz, and 10 kHz, to the current probe.

(2) Verify the current level, using the oscilloscope and load resistor; aso, verify that
the current waveform is sinusoidal.

(3) Scan the measurement receiver for each frequency in the same manner as anormal
datascan. Verify that the data recording device indicates alevel within £3 dB of
theinjected level.

(4) If readings are obtained which deviate by more than £3 dB, locate the source of the
error and correct the deficiency prior to proceeding with the testing.

EUT testing. Determine the conducted emissions from the EUT input power leads,
including returns.

(1) Turnonthe EUT and alow sufficient time for stabilization.
(2) Select an appropriate lead for testing and clamp the current probe into position.

(3) Scan the measurement receiver over the applicable frequency range, using the
bandwidths and minimum measurement times specified in Tablell.

(4) Repeat 5.4.3.4¢(3) for each power lead.

5.4.3.5 Data presentation.
Data presentation shall be as follows:

a

Continuously and automatically plot amplitude versus frequency profileson X-Y axis
outputs. Manually gathered datais not acceptable except for plot verification.

Display the applicable limit on each plot.

Provide a minimum fregquency resolution of 1% or twice the measurement receiver
bandwidth, whichever isless stringent, and a minimum amplitude resolution of 1 dB for
each plot.

Provide plots for both the measurement and system check portions of the procedure.

CE101
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FIGURE CE101-1. CE101 limit for submarine applications, DC.
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FIGURE CE101-5. Measurement system check.
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5.5 CE102, conducted emissions, power leads, 10 kHzto 10 MHz.

5.5.1 CE102 applicability.
This reguirement is applicable from 10 kHz to 10 MHz for all power leads, including returns,
that obtain power from other sources not part of the EUT.

5.5.2 CE102 limits.
Conducted emissions on power leads shall not exceed the applicable values shown on Figure
CE102-1.

5.5.3 CE102 test procedure.

5.5.3.1 Purpose.
Thistest procedure is used to verify that electromagnetic emissions from the EUT do not exceed
the specified requirements for power input leads, including returns.

5.5.3.2 Test equipment.
The test equipment shall be as follows:

a  Measurement receiver

b. Datarecording device
c. Signa generator
d. Attenuator, 20 dB, 50 ohm
e. Oscilloscope
f. LISNs
5.5.3.3 Setup.

The test setup shall be asfollows:

a. Maintain abasic test setup for the EUT as shown and described in Figures 2 through 5
and 4.3.8.

b. Cadlibration.

(1) Configurethetest setup for the measurement system check as shown in Figure
CE102-2. Ensurethat the EUT power sourceis turned off.

(2) Connect the measurement receiver to the 20 dB attenuator on the signal output port
of the LISN.

c. EUT testing.

(1) Configure thetest setup for compliance testing of the EUT as shown in Figure
CE102-3.

(2) Connect the measurement receiver to the 20 dB attenuator on the signal output port
of the LISN.

5.5.3.4 Procedures.
The test procedures shall be as follows:

CE102
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a. Cdibration. Perform the measurement system check using the measurement system

check setup of Figure CE102-2.
(1) Turn on the measurement equipment and allow a sufficient time for stabilization.

(2) Apply asignal level that is at least 6 dB below the limit at 10 kHz, 100 kHz, 2 MHz
and 10 MHz to the power output terminal of the LISN. At 10 kHz and 100 kHz,
use an oscilloscope to calibrate the signal level and verify that it issinusoidal. At 2
MHz and 10 MHz, use a calibrated output level directly from a50 ) signad
generator.

(3) Scan the measurement receiver for each frequency in the same manner as anormal
datascan. Verify that the measurement receiver indicates alevel within £3 dB of
theinjected level. Correction factors shall be applied for the 20 dB attenuator and
the voltage drop due to the LISN 0.25 microfarad coupling capacitor.

(4) If readings are obtained which deviate by more than £3 dB, locate the source of the
error and correct the deficiency prior to proceeding with the testing.

(5 Repeat 5.5.3.4a(2) through 5.5.3.4a(4) for each LISN.

EUT testing. Perform emission data scans using the measurement setup of Figure
CE102-3.

(1) Turnonthe EUT and alow a sufficient time for stabilization.
(2) Select an appropriate lead for testing.

(3) Scan the measurement receiver over the applicable frequency range, using the
bandwidths and minimum measurement timesin the Table 1.

(4) Repeat 5.5.3.4b(2) and 5.5.3.4b(3) for each power lead.

5.5.3.5 Data presentation.
Data presentation shall be as follows:

a

Continuously and automatically plot amplitude versus frequency profileson X-Y axis
outputs. Manually gathered datais not acceptable except for plot verification.

Display the applicable limit on each plot.

Provide a minimum frequency resolution of 1% or twice the measurement receiver
bandwidth, whichever isless stringent, and a minimum amplitude resolution of 1 dB for
each plot.

Provide plots for both the measurement system check and measurement portions of the
procedure.

CE102
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5.6 CE106, conducted emissions, antenna terminal, 10 kHz to 40 GHz.

5.6.1 CE106 applicability.

This requirement is applicable to the antenna terminals of transmitters, receivers, and amplifiers.
The requirement is not applicable to equipment designed with antennas permanently mounted to
the EUT. The transmit mode portion of this requirement is not applicable within the EUT
necessary bandwidth and within +5 percent of the fundamental frequency. Depending on the
operating frequency range of the EUT, the start frequency of the test is as follows:

EUT Operating Frequency Range Start Frequency of Test

10 kHz to 3 MHz 10 kHz
3 MHz to 300 MHz 100 kHz
300 MHz to 3 GHz 1 MHz

3 GHz to 40 GHz 10 MHz

The end frequency of the test is 40 GHz or twenty times the highest generated or received
frequency within the EUT, whichever isless. For equipment using waveguide, the requirement
does not apply below eight-tenths of the waveguide's cutoff frequency. RE103 may be used as an
aternative for CE106 for testing transmitters with their operational antennas. RE102 is
applicable for emissions from antennas in the receive and standby modes for equipment designed
with antennas permanently mounted to the EUT.

5.6.2 CE106 limits.
Conducted emissions at the EUT antenna terminal shall not exceed the values given below.

a Receivers: 34 dBuV
b. Transmitters and amplifiers (standby mode): 34 dBuV

c. Transmitters and amplifiers (transmit mode): Harmonics, except the second and third,
and all other spurious emissions shall be at |east 80 dB down from the level at the
fundamental. The second and third harmonics shall be suppressed 50 + 10 log p (where
p = peak power output in watts, at the fundamental) or 80 dB, whichever requires|ess
suppression.

5.6.3 CE106 test procedure.

5.6.3.1 Purpose.
Thistest procedure is used to verify that conducted emissions appearing at the antenna terminal
of the EUT do not exceed specified requirements.

5.6.3.2 Test equipment.
The test equipment shall be as follows:

a Measurement receiver
b. Attenuators, 50 ohm
c. Rgection networks

CE106
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d. Directional couplers
e. Dummy loads, 50 ohm

f. Signa generators. For amplifier testing, asignal generator isrequired to drive the
amplifier that provides the modulation used in the intended application and that has
spurious and harmonic outputs that are down at least 6 dB greater than the applicable
limit.

g. Datarecording device

5.6.3.3 Setup.

It is not necessary to maintain the basic test setup for the EUT as shown and described in figures
2 through 5 and 4.3.8. The test setup shall be asfollows:

a. Cdibration. Configure the test setup for the signal generator path shown in Figures
CE106-1 through CE106-3 as applicable. The choice of figure CE106-1 or CE106-2 is

dependent upon the capability of the measuring equipment to handle the transmitter
power.

b. EUT Testing. Configure the test setup for the EUT path shown in Figures CE106-1
through CE106-3 as applicable. The choice of figure CE106-1 or CE106-2 is

dependent upon the capability of the measuring equipment to handle the transmitter
power.

5.6.3.4 Procedures.

5.6.3.4.1 Transmit mode for transmittersand amplifiers.
The test procedure shall be asfollows:

a. Turn on the measurement equipment and allow a sufficient time for stabilization.
b. Cadlibration.

(1) Apply aknown calibrated signal level from the signal generator through the system
check path at a mid-band fundamental frequency (fo).

(2) Scan the measurement receiver in the same manner as anormal data scan. Verify
the measurement receiver detects alevel within £3 dB of the expected signal.

(3) If readings are obtained which deviate by more than 3 dB, locate the source of the
error and correct the deficiency prior to proceeding with the test.

(4) Repeat 5.6.3.4.1b(1) through 5.6.3.4.1b(3) at the end points of the frequency range
of test.

c. EUT Testing.
(1) Turnonthe EUT and allow sufficient time for stabilization.

(2) For transmitters, tune the EUT to the desired test frequency and apply the
appropriate modulation for the EUT asindicated in the equipment specification.
For amplifiers, apply an input signal to the EUT that has the appropriate frequency,
power level, and modulation as indicated in the equipment specification. For
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transmitters and amplifiers for which these parameters vary, test parameters shall
be chosen such that the worst case emissions spectrum will result.

(8) Usethe measurement path to complete the rest of this procedure.

(4) Tunethe test equipment to the operating frequency (fo) of the EUT and adjust for
maximum indication.

(5) Record the power level of the fundamental frequency (fo) and the measurement
receiver bandwidth.

(6) Insert the fundamental frequency rejection network, when applicable.

(7) Scan the frequency range of interest and record the level of all harmonics and
spurious emissions. Add al correction factors for cable loss, attenuators and
rejection networks. Maintain the same measurement receiver bandwidth used to
measure the power level of the fundamental frequency (fo) in 5.6.3.4.1c(5).

(8) Verify spurious outputs are from the EUT and not spurious responses of the
measurement system.

(9) Repeat 5.6.3.4.1¢(2) through 5.6.3.4.1c(8) for other frequencies as required by
4.3.9.1 and 4.3.9.2.

(10) Determine measurement path losses at each spurious frequency as follows:
(@) Replacethe EUT with asignal generator.
(b) Retain al couplersand rejection networks in the measurement path.

(c) Determine the losses through the measurement path. The value of attenuators
may be reduced to facilitate the end-to-end check with alow level signal
generator.

5.6.3.4.2 Receiversand stand-by mode for transmittersand amplifiers.
The test procedure shall be as follows:

a. Turn on the measurement equipment and allow a sufficient time for stabilization.
b. Cadlibration.

(1) Apply acalibrated signa level, which is 6 dB below the applicable limit, from the
signal generator through the system check path at a midpoint test frequency.

(2) Scan the measurement receiver in the same manner as anormal datascan. Verify
the measurement receiver detects alevel within £3 dB of the injected signal.

(3) If readings are obtained which deviate by more than £3 dB, locate the source of the
error and correct the deficiency prior to proceeding with the test.

(4) Repeat 5.6.3.4.2b(1) through 5.6.3.4.2b(3) at the end points of the frequency range
of test.

c. EUT Tedting.
(1) Turnonthe EUT and alow sufficient time for stabilization.
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43 20 August 1999



MIL-STD-461E

(2) Tunethe EUT to the desired test frequency and use the measurement path to
complete the rest of this procedure.

(3) Scan the measurement receiver over the applicable frequency range, using the
bandwidths and minimum measurement times of table .

(4) Repeat 5.6.3.4.2¢c(2) and 5.6.3.4.2¢(3) for other frequencies as required by 4.3.9.1
and 4.3.9.2.

5.6.3.5 Data presentation.

5.6.3.5.1 Transmit mode for transmittersand amplifiers.
The data presentation shall be as follows:

a. Continuously and automatically plot amplitude versus frequency profiles for each tuned
frequency. Manually gathered data is not acceptable except for plot verification.

b. Provide aminimum frequency resolution of 1% or twice the measurement receiver

bandwidth, whichever is less stringent, and a minimum amplitude resolution of 1 dB for
each plot

c. Providetabular data showing fo and frequencies of all harmonics and spurious
emissions measured, power level of the fundamental and all harmonics and spurious
emissions, dB down level, and all correction factorsincluding cable loss, attenuator
pads, and insertion loss of rejection networks.

d. Therelative dB down level is determined by subtracting the level in 5.6.3.4.1c(7) from
that obtained in 5.6.3.4.1¢(5).

5.6.3.5.2 Receiversand stand-by mode for transmittersand amplifiers.
The data presentation shall be as follows:

a. Continuously and automatically plot amplitude versus frequency profiles for each tuned
frequency. Manually gathered data is not acceptable except for plot verification.

b. Display the applicable limit on each plot.

c. Provide aminimum frequency resolution of 1% or twice the measurement receiver

bandwidth, whichever is less stringent, and a minimum amplitude resolution of 1 dB for
each plot.

d. Provide plotsfor both the measurement and system check portions of the procedure.
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FIGURE CE106-1. Setup for low power transmittersand amplifiers.

45

CE106
20 August 1999



MIL-STD-461E

Transmitter Amplifier Signal
EUT | | | EUT Generator
Y path for
_ Measurement
Signal

Generator y\
Path for

System Check

Dummy Load

or Coupler
Shielded P
Antenna
Attenuator
: _________________ 1
_ : Rejection i
If Required ——> . Neejtev%?k !
R \
Measurement
Recelver
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FIGURE CE106-3. Setup for receiversand stand-by mode for transmittersand amplifiers.
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5.7 CS101, conducted susceptibility, power leads, 30 Hz to 150 kHz.

5.7.1 CS101 applicability.

This requirement is applicable to equipment and subsystem AC and DC input power |eads, not
including returns. If the EUT is DC operated, this requirement is applicable over the frequency
range of 30 Hz to 150 kHz. If the EUT is AC operated, this requirement is applicable starting
from the second harmonic of the EUT power frequency and extending to 150 kHz.

5.7.2 CS101 limit.

The EUT shall not exhibit any malfunction, degradation of performance, or deviation from
specified indications, beyond the tolerances indicated in the individual equipment or subsystem
specification, when subjected to atest signal with voltage levels as specified in Figure CS101-1.
The requirement is also met when the power source is adjusted to dissipate the power level
shown in Figure CS101-2 in a 0.5 ohm load and the EUT is not susceptible.

5.7.3 CS101 test procedure.

5.7.3.1 Purpose.
Thistest procedure is used to verify the ability of the EUT to withstand signals coupled onto
input power leads.

5.7.3.2 Test equipment.
The test equipment shall be as follows:

a.  Signa generator
Power amplifier
Oscilloscope
Coupling transformer
Capacitor, 10 uF

-~ 0o o 0 o

|solation transformer
Resistor, 0.5 ohm
LISNs

5.7.3.3 Setup.
The test setup shall be asfollows:

a Maintain abasic test setup for the EUT as shown and described in Figures 2 through 5
and 4.3.8.

b. Cdlibration. Configure the test equipment in accordance with Figure CS101-3. Set up
the oscilloscope to monitor the voltage across the 0.5 ohm resistor.

c. EUT testing.

(1) For DC or single phase AC power, configure the test equipment as shown in Figure
CS101-4.

> @

CS101
48 20 August 1999



MIL-STD-461E

(2) For three phase ungrounded power, configure the test setup as shown in Figure
CS101-5.

() For three phase wye power (four power leads), configure the test setup as shown in
Figure CS101-6.

5.7.3.4 Procedures.
The test procedures shall be as follows:

a. Turn on the measurement equipment and allow sufficient time for stabilization.
b. Cadlibration.
(1) Setthesigna generator to the lowest test frequency.

(2) Increase the applied signal until the oscilloscope indicates the voltage level
corresponding to the maximum required power level specified for the limit. Verify
the output waveform is sinusoidal.

(3) Record the setting of the signal source.

(4) Scan therequired frequency range for testing and record the signal source setting
needed to maintain the required power level.

c. EUT Tedting.

(1) Turnonthe EUT and alow sufficient time for stabilization. CAUTION: Exercise
care when performing this test since the "safety ground” of the oscilloscope is
disconnected due to the isolation transformer and a shock hazard may be present.

(2) Setthesigna generator to the lowest test frequency. Increase the signal level until
the required voltage or power level isreached on the power lead. (Note: Power is
limited to the level calibrated in 5.7.3.4b(2).)

(3) While maintaining at least the required signal level, scan through the required
frequency range at arate no greater than specified in Table lll.

(4) Susceptibility evaluation.
(@ Monitor the EUT for degradation of performance.

(b) If susceptibility is noted, determine the threshold level in accordance with
4.3.10.4.3 and verify that it is above the limit.

(5 Repeat 5.7.3.4¢c(2) through 5.7.3.4¢(4) for each power lead, as required. For three
phase ungrounded power, the measurements shall be made according to the
following table:
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Coupling Transformer V oltage M easurement
inLine From
A AtoB
B BtoC
C CtoA

For three phase wye power (four leads) the measurements shall be made according to
the following table:

Coupling Transformer V oltage M easurement
inLine From
A A to neutral
B B to neutral
C C to neutral

5.7.3.5. Data presentation.
Data presentation shall be as follows:
a.  Provide graphical or tabular data showing the frequencies and amplitudes at which the
test was conducted for each lead.
b. Provide data on any susceptibility thresholds and the associated frequencies that were
determined for each power lead.
c. Provideindications of compliance with the applicable requirements for the
susceptibility evaluation specified in 5.7.3.4c for each lead.
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FIGURE CS101-2. CS101 power limit for all applications.
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5.8 CS103, conducted susceptibility, antenna port, intermodulation, 15 kHz to 10 GHz.

5.8.1 CS103 applicability.

This receiver front-end susceptibility requirement is applicable to equipment and subsystems,
such as communications receivers, RF amplifiers, transceivers, radar receivers, acoustic
receivers, and electronic warfare receivers as specified in the individual procurement
specification.

5.8.2 CS103 limit.

The EUT shall not exhibit any intermodulation products beyond specified tolerances when
subjected to the limit requirement provided in the individual procurement specification.

5.8.3. CS103 test procedures.

5.8.3.1 Purpose.
Thistest procedure is used to determine the presence of intermodulation products that may be
caused by undesired signals at the EUT antenna input terminals.

5.8.3.2 Test requirements.

The required test equipment, setup, procedures, and data presentation shall be determined on a
case-by-case basis in accordance with the guidance provided in 50.8 of the appendix of this
standard.
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5.9 CS104, conducted susceptibility, antenna port, reection of undesired signals, 30 Hz to
20 GHz.

5.9.1 CS104 applicability.

This receiver front-end susceptibility requirement is applicable to equipment and subsystems,
such as communications receivers, RF amplifiers, transceivers, radar receivers, acoustic
receivers, and electronic warfare receivers as specified in the individual procurement
specification.

5.9.2 CS104 limit.

The EUT shall not exhibit any undesired response beyond specified tolerances when subjected to
the limit requirement provided in the individual procurement specification.

5.9.3 CS104 test procedures.

5.9.3.1 Purpose.
Thistest procedure is used to determine the presence of spurious responses that may be caused
by undesired signals at the EUT antennainput terminals.

5.9.3.2 Test requirements.

The required test equipment, setup, procedures, and data presentation shall be determined on a
case-by-case basis in accordance with the guidance provided in 50.9 of the appendix of this
standard.
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5.10 CS105, conducted susceptibility, antenna port, cross modulation, 30 Hz to 20 GHz.

5.10.1 CS105 applicability.

This receiver front-end susceptibility requirement is applicable only to receivers that normally
process amplitude-modulated RF signals, as specified in the individual procurement
specification.

5.10.2 CS105 limit.

The EUT shall not exhibit any undesired response, due to cross modulation, beyond specified
tolerances when subjected to the limit requirement provided in the individual procurement
specification.

5.10.3 CS105 test procedures.

5.10.3.1 Purpose.
Thistest procedure is used to determine the presence of cross-modulation products that may be
caused by undesired signals at the EUT antennaterminals.

5.10.3.2 Test requirements.
The required test equipment, setup, procedures, and data presentation shall be determined in
accordance with the guidance provided in 50.10 of the appendix of this standard.
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5.11 CS109, conducted susceptibility, structure current, 60 Hz to 100 kHz.

5.11.1 CS109 applicability.

This requirement is applicable to equipment and subsystems that have an operating frequency
range of 100 kHz or less and an operating sensitivity of 1 pV or less (such as 0.5 uVv). Handheld
equipment is exempt from this requirement.

5.11.2 CS109 limit.

The EUT shall not exhibit any malfunction, degradation of performance, or deviation from
specified indications, beyond the tolerances indicated in the individual equipment or subsystem
specification, when subjected to the values shown on Figure CS109-1.

5.11.3 CS109 test procedures.

5.11.3.1 Purpose.
Thistest procedure is used to verify the ability of the EUT to withstand structure currents.

5.11.3.2 Test equipment.
The test equipment shall be as follows:

a. Signa generator

b. Amplifier (if required)
C. Isolation transformers
d. Current probe

e. Measurement receiver
f. Resistor, 0.5 ohm

g. Coupling transformer

5.11.3.3 Setup.
The test setup shall be asfollows:

a. It isnot necessary to maintain the basic test setup for the EUT as shown and described in
figures 2 through 5 and 4.3.8.

b. Calibration. No special calibration is required.
c. EUT testing.

(1) Asshownin Figure CS109-2, configure the EUT and the test equipment (including
the test signal source, the test current measurement equipment, and the equipment
required for operating the EUT or measuring performance degradation) to establish
asingle-point ground for the test setup using the EUT ground terminal.

(@) Usingisolation transformers, isolate all AC power sources. For DC power,
isolation transformers are not applicable.

(b) Disconnect the safety ground leads of all input power cables.

(c) Placethe EUT and the test equipment on non-conductive surfaces to enable a
single point ground to be established.
CS109
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(2) Thetest pointsfor the injected currents shall be asfollows:

(@) Equipment that will not be rack mounted: At diagonal extremes across only the
mounting surface.

(b) Rack mounted equipment: At diagonal extremes across all surfaces of the
equipment.

(c) Deck resting equipment: At diagonal extremes across all surfaces of the
equipment.

(d) Bulkhead mounted equipment: At diagonal extremes across rear surface of the
equipment.

(e) Cables (all mounting methods): Between cable armor, which is terminated at
the EUT, and the single point ground established for the test setup. This

requirement shall also apply to cable shields and conduit, unless they have a
single point ground.

(3) Connect the signal generator and resistor to a selected set of test points.
Attachment to the test points shall be by conductors that are perpendicular to the
test surface for alength of at least 50 cm.

5.11.3.4 Procedures.
The test procedures shall be as follows:

a. Turnonthe EUT and measurement equipment and allow sufficient time for stabilization.

b. Set the signal generator to the lowest required frequency. Adjust the signal generator to
the required level asaminimum. Monitor the current with the current probe and
measurement receiver.

c. Scanthe signal generator over the required frequency range in accordance with Table I11
while maintaining the current level at least to the level specified in the applicable limit.
Monitor the EUT for susceptibility.

d. If susceptibility is noted, determine the threshold level in accordance with 4.3.10.4.3 and
verify that it is above the applicable limit.

e. Repeat 5.11.3.4b through 5.11.3.4d for each diagonal set of test points on each surface of
the EUT to be tested.

5.11.3.5 Data Presentation.
Data presentation shall be as follows:

a. Provide atable showing the mode of operation, susceptible frequency, current threshold
level, current limit level, and susceptible test points.

b. Provide adiagram of the EUT showing the location of each set of test points.
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5.12 CS114, conducted susceptibility, bulk cableinjection, 10 kHz to 200 MHz.

5.12.1 CS114 applicability.
This requirement is applicable to all interconnecting cables, including power cables.

5.12.2 CS114 limit.

The EUT shall not exhibit any malfunction, degradation of performance, or deviation from
specified indications beyond the tolerances indicated in the individual equipment or subsystem
specification, when subjected to ainjection probe drive level which has been pre-calibrated to the
appropriate current limit shown in Figure CS114-1 and is modul ated as specified below. The
appropriate limit curve in Figure CS114-1 shall be selected from Table V1. Requirements are
also met if the EUT is not susceptible at forward power levels sensed by the coupler that are
below those determined during calibration provided that the actual current induced in the cable
under test is 6 dB or greater than the calibration limit.

5.12.3 CS114 test procedures.

5.12.3.1 Purpose.
Thistest procedure is used to verify the ability of the EUT to withstand RF signals coupled onto
EUT associated cabling.

5.12.3.2 Test equipment.
The test equipment shall be as follows:

a.  Measurement receivers

b. Current injection probes (maximum insertion loss shown in Figure CS114-2, minimum
insertion loss is recommended, not required)

Current probes

Cdlibration fixture: coaxial transmission line with 50 ohm characteristic impedance,
coaxial connections on both ends, and space for an injection probe around the center

conductor.
e. Directional couplers
f. Signa generators
g. Plotter
h. Attenuators, 50 ohm

i. Coaxia loads, 50 ohm
j. Power amplifiers
k. LISNs

5.12.3.3 Setup.
The test setup shall be asfollows:

a. Maintain abasic test setup for the EUT as shown and described in Figures 2 through 5
and 4.3.8.
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b. Cdlibration. Configure the test equipment in accordance with Figure CS114-3 for
calibrating injection probes.

(1) Placetheinjection probe around the center conductor of the calibration fixture.

(2) Terminate one end of the calibration fixture with a 50 ohm load and terminate the
other end with an attenuator connected to measurement receiver A.

c. EUT Testing. Configure the test equipment as shown in Figure CS114-4 for testing of
the EUT.

(1) Placetheinjection and monitor probes around a cable bundle interfacing with an
EUT connector.

(2) Locate the monitor probe 5 cm from the connector. If the overal length of the
connector and backshell exceeds 5 cm, position the monitor probe as close to the
connector's backshell as possible.

() Position the injection probe 5 cm from the monitor probe.

5.12.3.4 Procedures.
The test procedures shall be as follows:

a. Turn on the measurement equipment and allow sufficient time for stabilization.
b. Cdlibration. Perform the following procedures using the calibration setup.
(1) Setthesignal generator to 10 kHz, unmodulated.

(2) Increase the applied signal until measurement receiver A indicates the current level
specified in the applicable limit is flowing in the center conductor of the calibration

fixture.

(3) Record the "forward power" to the injection probe indicated on measurement
receiver B.

(4) Scan the frequency band from 10 kHz to 200 MHz and record the forward power
needed to maintain the required current amplitude.

c. EUT Testing. Perform the following procedures on each cable bundle interfacing with
each electrical connector on the EUT including complete power cables (high sides and
returns). Also perform the procedures on power cables with the power returns and
chassis grounds (green wires) excluded from the cable bundle. For connectors which
include both interconnecting leads and power, perform the procedures on the entire
bundle, on the power leads (including returns and grounds) grouped separately, and on
the power leads grouped with the returns and grounds removed.

(1) Turnonthe EUT and allow sufficient time for stabilization.
(2) Susceptibility evaluation.

(@) Set the signal generator to 10 kHz with 1 kHz pulse modulation, 50% duty
cycle.
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(b) Apply the forward power level determined under 5.12.3.4b(4) to the injection
probe while monitoring the induced current.

(c) Scan the required frequency range in accordance with 4.3.10.4.1 and Table 1l
while maintaining the forward power level at the calibration level determined
under 5.12.3.4b(4), or the maximum current level for the applicable limit,
whichever isless stringent.

(d) Monitor the EUT for degradation of performance during testing.

(e) Whenever susceptibility is noted, determine the threshold level in accordance
with 4.3.10.4.3 and verify that it is above the applicable requirement.

(f) For EUTswith redundant cabling for safety critical reasons such as multiple
data buses, use simultaneous multi-cable injection techniques.

5.12.3.5 Data presentation.
Data presentation shall be as follows:

a. Provide amplitude versus frequency plots for the forward power levels required to obtain
the calibration level as determined in 5.12.3.4b.

b. Provide tables showing scanned frequency ranges and statements of compliance with the
requirements for the susceptibility evaluation of 5.12.3.4¢(2) for each interface connector.

Provide any susceptibility thresholds that were determined, along with their associated
frequencies.
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5.13 CS115, Conducted susceptibility, bulk cable injection, impulse excitation.

5.13.1 CS115 applicability.

Thisrequirement is applicable to all aircraft, space, and ground system interconnecting cables,
including power cables. The requirement is also applicable for surface ship and submarine
subsystems and equipment when specified by the procuring activity.

5.13.2 CS115 limit.

The EUT shall not exhibit any malfunction, degradation of performance, or deviation from
specified indications, beyond the tolerances indicated in the individual equipment or subsystems
specification, when subjected to a pre-calibrated signal having rise and fall times, pulse width,
and amplitude as specified in Figure CS115-1 at a 30 Hz rate for one minute.

5.13.3 CS115test procedures.

5.13.3.1 Purpose.
Thistest procedure is used to verify the ability of the EUT to withstand impul se signal's coupled
onto EUT associated cabling.

5.13.3.2 Test equipment.
The test equipment shall be as follows:

a.  Pulse generator, 50 ohm, charged line (coaxial)
Current injection probe
Drive cable, 50 ohm, 2 meters, 0.5 dB or lessinsertion loss at 500 MHz

Current probe

® a o o

Calibration fixture: coaxial transmission line with 50 ohm characteristic impedance,
coaxial connections on both ends, and space for an injection probe around the center
conductor.

f.  Oscilloscope, 50 ohm input impedance
g. Attenuators, 50 ohm

h. Coaxial loads, 50 ohm

i. LISNs

5.13.3.3 Setup.
The test setup shall be asfollows:

a. Maintain abasic test setup for the EUT as shown and described in Figures 2 through 5
and 4.3.8.

b. Cdlibration. Configure the test equipment in accordance with Figure CS115-2 for
calibrating the injection probe.

(1) Placetheinjection probe around the center conductor of the calibration fixture.
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(2) Terminate one end of the calibration fixture with a coaxia load and terminate the
other end with an attenuator connected to an oscilloscope with 50 ohm input
impedance.

c. EUT Testing. Configure the test equipment as shown in Figure CS115-3 for testing of
the EUT.

(1) Placetheinjection and monitor probes around a cable bundle interfacing with an
EUT connector.

(2) Locate the monitor probe 5 cm from the connector. If the overall length of the
connector and backshell exceeds 5 cm, position the monitor probe as close to the
connector's backshell as possible.

(3) Position the injection probe 5 cm from the monitor probe.

5.13.3.4 Procedures.
The test procedures shall be as follows:

a. Turn on the measurement equipment and allow sufficient time for stabilization.
b. Cdibration. Perform the following procedures using the calibration setup.

(1) Adjust the pulse generator source for the risetime, pulse width, and pulse repetition
rate requirements specified in the requirement.

(2) Increase the signal applied to the calibration fixture until the oscilloscope indicates
that the current level specified in the requirement is flowing in the center conductor
of the calibration fixture.

(3) Verify that therisetime, fall time, and pulse width portions of the waveform have
the correct durations and that the correct repetition rate is present. The precise
pulse shape will not be reproduced due to the inductive coupling mechanism.

(4) Record the pulse generator amplitude setting.

c. EUT Tedting.
(1) Turnonthe EUT and alow sufficient time for stabilization.
(2) Susceptibility evaluation.

(@ Adjust the pulse generator, as a minimum, for the amplitude setting determined
in 5.13.3.4b(4).

(b) Apply thetest signal at the pulse repetition rate and for the duration specified
in the requirement.

(c) Monitor the EUT for degradation of performance during testing.

(d) Whenever susceptibility is noted, determine the threshold level in accordance
with 4.3.10.4.3 and verify that it is above the limit.

(e) Record the peak current induced in the cable asindicated on the oscill oscope.
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(f) Repeat 5.13.3.4¢(2)(a) through 5.13.3.4¢(2)(e) on each cable bundle interfacing
with each electrical connector on the EUT. For power cables, perform
5.13.3.4¢(2)(a) through 5.13.3.4¢(2)(e) on complete power cables (high sides
and returns) and on the power cables with the power returns and chassis
grounds (green wires) excluded from the cable bundle. For connectors which
include both interconnecting leads and power, perform 5.13.3.4¢(2)(a) through
5.13.3.4¢(2)(e) on the entire bundle, on the power leads (including returns and

grounds) grouped separately, and on the power leads grouped with the returns
and grounds removed.

5.13.3.5. Data presentation.
Data presentation shall be as follows:

a

Provide tables showing statements of compliance with the requirement for the

susceptibility evaluation of 5.1.3.3.4¢(2) and the induced current level for each interface
connector.

Provide any susceptibility thresholds that were determined.

Provide oscilloscope photographs of injected waveforms with test data.
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FIGURE CS115-1. CS115 signal characteristicsfor all applications.

CS115
75 20 August 1999



MIL-STD-461E

Coaxial Load

/

. Drive
Injection Cable

Probe /

Pulse

Attenuator

Oscilloscope
(50 Q Input)

Generator

N

Calibration
Fixture
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5.14 CS116, conducted susceptibility, damped sinusoidal transients, cables and power
leads, 10 kHz to 100 MHz.

5.14.1 CS116 applicability.
This requirement is applicable to all interconnecting cables, including power cables, and
individual high side power leads. Power returns and neutrals need not be tested individually.

5.14.2 CS116 limit.

The EUT shall not exhibit any malfunction, degradation of performance, or deviation from
specified indications, beyond the tolerances indicated in the individual equipment or subsystem
specification, when subjected to a signal having the waveform shown in Figure CS116-1 and
having a maximum current as specified in Figure CS116-2. The limit is applicable across the
entire specified frequency range. Asaminimum, compliance shall be demonstrated at the
following frequencies: 0.01, 0.1, 1, 10, 30, and 100 MHz. If there are other frequencies known to
be critical to the equipment installation, such as platform resonances, compliance shall also be
demonstrated at those frequencies. Thetest signal repetition rate shall be no greater than one
pulse per second and no less than one pulse every two seconds. The pulses shall be applied for a
period of five minutes.

5.14.3 CS116 test procedures.

5.14.3.1 Purpose.
Thistest procedure is used to verify the ability of the EUT to withstand damped sinusoidal
transients coupled onto EUT associated cables and power |eads.

5.14.3.2 Test equipment.
The test equipment shall be as follows:

a. Damped sinusoid transient generator, < 100 ohm output impedance
b. Current injection probe

c. Oscilloscope, 50 ohm input impedance

d

Cdlibration fixture: Coaxial transmission line with 50 ohm characteristic impedance,
coaxial connections on both ends, and space for an injection probe around the center

conductor
e. Current probes
f.  Waveform recording device
g. Attenuators, 50 ohm
h. Measurement receivers

Power amplifiers

j. Coaxial loads, 50 ohm
k. Signal generators

|.  Directiona couplers
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m. LISNs

5.14.3.3. Setup.
The test setup shall be asfollows:

a. Maintain abasic test setup for the EUT as shown and described in Figures 2 through 5
and 4.3.8.

b. Cdlibration. Configure the test equipment in accordance with Figure CS116-3 for
verification of the waveform.

c. EUT Tedting:
(1) Configure the test equipment as shown in Figure CS116-4.

(2) Placethe injection and monitor probes around a cable bundle interfacing an EUT
connector.

(3) Locate the monitor probe 5 cm from the connector. If the overall length of the
connector and backshell exceeds 5 cm, position the monitor probe as close to the
connector's backshell as possible.

(4) Position the injection probe 5 cm from the monitor probe.

5.14.3.4 Procedures.
The test procedures shall be as follows:

a. Turn on the measurement equipment and allow sufficient time for stabilization.

b. Cdlibration. Perform the following procedures using the calibration setup for waveform
verification.

(1) Set the frequency of the damped sine generator at 10 kHz.

(2) Adjust the amplitude of the signal from the damped sine generator to the level
specified in the requirement.

(3) Record the damped sine generator settings.
(4) Verify that the waveform complies with the requirements.

(5 Repeat 5.14.3.4b(2) through 5.14.3.4b(4) for each frequency specified in the
requirement and those identified in 5.14.3.4¢(2).

c. EUT testing. Perform the following procedures, using the EUT test setup on each cable
bundle interfacing with each connector on the EUT including complete power cables.
Also perform tests on each individual high side power lead (individua power returns
and neutrals are not required to be tested).

(1) Turnonthe EUT and measurement equipment to alow sufficient time for
stabilization.

(2) Set the damped sine generator to atest frequency.

(3) Apply the test signals to each cable or power lead of the EUT sequentially. Slowly
increase the damped sinewave generator output level to provide the specified
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current, but not exceeding the precalibrated generator output level. Record the
peak current obtained.
(4) Monitor the EUT for degradation of performance.

(5) If susceptibility is noted, determine the threshold level in accordance with
4.3.10.4.3 and verify that it is above the specified requirements.

(6) Repeat 5.14.3.4¢(2) through 5.14.3.4¢(5) for each test frequency as specified in the
requirement. Repeat testing in 5.14.3.4c¢ for the power-off condition.

5.14.3.5. Data presentation.
Data presentation shall be as follows:

a.  Providealist of the frequencies and amplitudes at which the test was conducted for each
cable and lead.

b. Provide data on any susceptibility thresholds and the associated frequencies that were
determined for each connector and power lead.

c. Provideindications of compliance with the requirements for the susceptibility
evaluation specified in 5.14.3.4c for each interface connector.

d. Provide oscilloscope photographs of injected waveforms with test data.
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NOTES: 1. Normalized waveform: e ™Y Qsin(2xft)

Where:

f = Frequency (Hz)

t = Time (sec)

Q = Damping factor, 1515

2. Damping factor (Q) shall be determined as follows:

_TYN-1)
Q=in(1 )
Where:

Q = Damping factor
N = Cycle number (i,e. N=2, 3,4, 5,...)
| . = Peak current at 1% cycle
| , = Peak current at cycle closest to 50% decay
In = Natural log
3. | » as specified in Figure CS116-2

FIGURE CS116-1. Typical CS116 damped sinusoidal waveform.
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FIGURE CS116-3. Typical test setup for calibration of test waveform.
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FIGURE CS116-4. Typical set up for bulk cableinjection of damped sinusoidal transients.
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5.15 RE101, Radiated emissions, magnetic field, 30 Hz to 100 kHz.

5.15.1 RE101 applicability.

This requirement is applicable for radiated emissions from equipment and subsystem enclosures,
including electrical cable interfaces. The requirement does not apply to radiation from antennas.
For Navy aircraft, this requirement is applicable only for aircraft with an ASW capability.

5.15.2 RE101 limit.
Magnetic field emissions shall not be radiated in excess of the levels shown in Figures RE101-1
and RE101-2 at adistance of 7 centimeters.

5.15.3 RE101 test procedures.

5.15.3.1 Purpose.
Thistest procedure is used to verify that the magnetic field emissions from the EUT and its
associated electrical interfaces do not exceed specified requirements.

5.15.3.2 Test Equipment.
The test equipment shall be as follows:

a.  Measurement receivers
b. Datarecording device
c. Loop sensor having the following specifications:

(1) Diameter: 13.3cm

(2) Number of turns: 36

(3) Wire: 7-41 Litz wire (7 strand, No. 41 AWG)

(4) Shielding: Electrostatic

(5) Correction factor: See manufacturer’ s data for factors to convert measurement

receiver readings to decibels above one picotesla (dBpT).
d. LISNs
e. Ohmmeter
f. Signa generator

5.15.3.3 Setup.
The test setup shall be asfollows:

a. Maintain abasic test setup for the EUT as shown and described in Figures 2 through 5
and 4.3.8.

b. Cdibration. Configure the measurement setup as shown in Figure RE101-3.

c. EUT Tedting. Configure the measurement receiving loop and EUT as shown in Figure
RE101-4.

5.15.3.4. Procedures.
The test procedures shall be as follows:
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a. Turn on the measurement equipment and allow sufficient time for stabilization.
b. Cadlibration.

(1) Apply acalibrated signa level, whichis at least 6 dB below the limit (limit minus
the loop sensor correction factor), at afrequency of 50 kHz. Tune the measurement
receiver to a center frequency of 50 kHz. Record the measured level.

(2) Verify that the measurement receiver indicates alevel within £3 dB of the injected
signd level.

(3) If readings are obtained which deviate by more than £3 dB, locate the source of the
error and correct the deficiency prior to proceeding with the testing.

(4) Using an ohmmeter, verify that the resistance of the loop sensor winding is
approximately 10 ohms.,

c. EUT Tedting.
(1) Turnonthe EUT and alow sufficient time for stabilization.

(2) Locate theloop sensor 7 cm from the EUT face or electrical interface connector
being probed. Orient the plane of the loop sensor parallel to the EUT faces and
parallel to the axis of connectors.

(3) Scan the measurement receiver over the applicable frequency range to locate the
frequencies of maximum radiation, using the bandwidths and minimum
measurement times of Tablell.

(4) Tunethe measurement receiver to one of the frequencies or band of frequencies
identified in 5.15.3.4¢(3) above.

(5 Monitor the output of the measurement receiver while moving the loop sensor
(maintaining the 7 cm spacing) over the face of the EUT or around the connector.
Note the point of maximum radiation for each frequency identified in 5.15.3.4c(4).

(6) At 7 cm from the point of maximum radiation, orient the plane of the loop sensor to
give a maximum reading on the measurement receiver and record the reading.

(7) Repeat 5.15.3.4¢(4) through 5.15.3.4¢(6) for at least two frequencies of maximum
radiation per octave of frequencies below 200 Hz and for at least three frequencies
of maximum radiation per octave above 200 Hz.

(8) Repeat 5.15.3.4¢(2) through 5.15.3.4¢(7) for each face of the EUT and for each
EUT electrical connector.

5.15.3.5 Data Presentation.
Data presentation shall be as follows:

a.  Provide graphs of scans and tabular listings of each measurement frequency, mode of
operation, measured magnetic field, and magnetic field limit level.
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5.16 RE102, radiated emissions, electric field, 10 kHz to 18 GHz.

5.16.1 RE102 applicability.

This requirement is applicable for radiated emissions from equipment and subsystem enclosures,
all interconnecting cables, and antennas designed to be permanently mounted to EUTSs (receivers
and transmitters in standby mode). The requirement does not apply at the transmitter
fundamental frequencies. The requirement is applicable asfollows:

a Ground 2MHzto 18 GHz*
b. Ships, surface 10 kHz to 18 GHz*
C. Submarines 10 kHz to 18 GHz*
d. Aircraft (Army) 10 kHz to 18 GHz

e. Aircraft (Air Force and Navy) 2 MHz to 18 GHz*
f. Space 10 kHz to 18 GHz*

*Testing isrequired up to 1 GHz or 10 times the highest intentionally generated frequency
within the EUT, whichever is greater. Measurements beyond 18 GHz are not required.

5.16.2 RE102 limits.

Electric field emissions shall not be radiated in excess of those shown in Figures RE102-1
through RE102-4. Above 30 MHz, the limits shall be met for both horizontally and vertically
polarized fields.

5.16.3 RE102 test procedures.

5.16.3.1 Purpose.
Thistest procedure is used to verify that electric field emissions from the EUT and its associated
cabling do not exceed specified requirements.

5.16.3.2 Test Equipment.
The test equipment shall be as follows:

a.  Measurement receivers
b. Datarecording device
c. Antennas
(1) 10kHzto 30 MHz, 104 cm rod with impedance matching network

(@ When the impedance matching network includes a preamplifier (active rod),
observe the overload precautionsin 4.3.7.3.

(b) Use asguare counterpoise measuring at least 60 cm on aside.
(2) 30 MHz to 200 MHz, Biconical, 137 cm tip to tip
(3) 200 MHz to 1 GHz, Double ridge horn, 69.0 by 94.5 cm opening
(4) 1GHzto 18 GHz, Double ridge horn, 24.2 by 13.6 cm opening

d. Signal generators
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e. Stub radiator
f. Capacitor, 10 pF
g. LISNs

5.16.3.3 Setup.

The test setup shall be asfollows:

a. Maintain abasic test setup for the EUT as shown and described in Figures 1 through 5
and 4.3.8. Ensurethat the EUT is oriented such that the surface that produces the
maximum radiated emissions is toward the front edge of the test setup boundary.

b. Cdlibration. Configure the test equipment as shown in Figure RE102-5.

c. EUT testing.

(1) For shielded room measurements, electrically bond the rod antenna counterpoise to
the ground plane using a solid metal sheet that is greater than or equal to the width
of the counterpoise. The maximum DC resistance between the counterpoise and
the ground plane shall be 2.5 milliohms. For bench top setups using ametallic
ground plane, bond the counterpoise to this ground plane. Otherwise, bond the
counterpoise to the floor ground plane. For measurements outside a shielded
enclosure, electrically bond the counterpoise to earth ground.

(2) AntennaPositioning.

(@) Determine the test setup boundary of the EUT and associated cabling for usein
positioning of antennas.

(b) Usethe physical reference points on the antennas shown in Figure RE102-6 for
measuring heights of the antennas and distances of the antennas from the test
setup boundary.

1. Position antennas 1 meter from the front edge of the test setup boundary
for all setups.

2. Position antennas other than the 104 cm rod antenna 120 cm above the
floor ground plane.

3. Ensurethat no part of any antennais closer than 1 meter from the walls
and 0.5 meter from the ceiling of the shielded enclosure.

4. For test setups using bench tops, additional positioning requirements for
the rod antenna and distance above the bench ground plane are shown in
Figure RE102-6.

5. For free standing setups, electrically bond and mount the 104 cm rod

antenna matching network to the floor ground plane without a separate
counterpoise.

(c) The number of required antenna positions depends on the size of the test setup
boundary and the number of enclosuresincluded in the setup.
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For testing below 200 MHz, use the following criteria to determine the
individual antenna positions.

a  For setups with the side edges of the boundary 3 meters or less, one
position is required and the antenna shall be centered with respect to
the side edges of the boundary.

o

For setups with the side edges of the boundary greater than 3 meters,
use multiple antenna positions at spacings as shown in Figure RE102-
7. Determine the number of antenna positions (N) by dividing the
edge-to-edge boundary distance (in meters) by 3 and rounding up to
an integer.

IN

For testing from 200 MHz up to 1 GHz, place the antennain a sufficient
number of positions such that the entire width of each EUT enclosure and
the first 35 cm of cables and leads interfacing with the EUT enclosure are
within the 3 dB beamwidth of the antenna.

&

For testing at 1 GHz and above, place the antennain a sufficient number
of positions such that the entire width of each EUT enclosure and the first
7 cm of cables and leads interfacing with the EUT enclosure are within the
3 dB beamwidth of the antenna.

5.16.3.4 Procedures.
The test procedures shall be as follows:

a.  Verify that the ambient requirements specified in 4.3.4 are met. Take plots of the

b.
C.

ambient when required by the referenced paragraph.
Turn on the measurement equipment and allow a sufficient time for stabilization.

Using the system check path of Figure RE102-5, perform the following evaluation of
the overall measurement system from each antenna to the data output device at the
highest measurement frequency of the antenna. For rod antennas that use passive
matching networks, the evaluation shall be performed at the center frequency of each
band. For active rod antennas, the evaluation shall be performed at the lowest
frequency of test, at a mid-band frequency, and at the highest frequency of test.

(1) Apply acalibrated signa level, whichis at least 6 dB below the limit (limit minus
antennafactor), to the coaxial cable at the antenna connection point.

(2) Scan the measurement receiver in the same manner as anormal datascan. Verify
that the data recording device indicates alevel within £3 dB of the injected signal
level.

(8) For the 104 cm rod antenna, remove the rod element and apply the signal to the
antenna matching network through a 10 pF capacitor connected to the rod mount.

(4) If readings are obtained which deviate by more than £3 dB, locate the source of the
error and correct the deficiency prior to proceeding with the testing.
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Using the measurement path of Figure RE102-5, perform the following evaluation for
each antenna to demonstrate that there is electrical continuity through the antenna.

(1) Radiate asignal using an antenna or stub radiator at the highest measurement
frequency of each antenna.

(2) Tunethe measurement receiver to the frequency of the applied signal and verify
that areceived signal of appropriate amplitudeis present. Note: Thisevaluationis
intended to provide a coarse indication that the antennais functioning properly.
Thereis no requirement to accurately measure the signal level.

Turn on the EUT and allow sufficient time for stabilization.

Using the measurement path of Figure RE102-5, determine the radiated emissions from
the EUT and its associated cabling.

(1) Scan the measurement receiver for each applicable frequency range, using the
bandwidths and minimum measurement timesin Tablell.

(2) Above 30 MHz, orient the antennas for both horizontally and vertically polarized
fields.

(8) Take measurements for each antenna position determined under 5.16.3.3c(2)(c)
above.

5.16.3.5 Data Presentation.
Data presentation shall be as follows:

a

Continuously and automatically plot amplitude versus frequency profiles. Manually
gathered datais not acceptable except for plot verification. Vertical and horizontal data
for a particular frequency range shall be presented on separate plots or shall be clearly
distinguishable in black or white format for acommon plot.

Display the applicable limit on each plot.

Provide a minimum frequency resolution of 1% or twice the measurement receiver
bandwidth, whichever isless stringent, and a minimum amplitude resolution of 1 dB for
each plot.

Provide plots for both the measurement and system check portions of the procedure.

Provide a statement verifying the electrical continuity of the measurement antennas as
determined in 5.16.3.4d.
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5.17 RE103, radiated emissions, antenna spurious and harmonic outputs, 10 kHz to 40
GHz

5.17.1 RE103 applicability.

This requirement may be used as an alternative for CE106 when testing transmitters with their
intended antennas. CE106 is the preferred requirement unless the equipment or subsystem
design characteristics preclude its use. The requirement is not applicable within the EUT
necessary bandwidth and within +5 percent of the fundamental frequency. Depending on the
operating frequency range of the EUT, the start frequency of the test is as follows:

Operating Frequency Range (EUT) Start Frequency of Test
10 kHz to 3 MHz 10 kHz
3 MHz to 300 MHz 100 kHz
300 MHz to 3 GHz 1 MHz
3 GHz to 40 GHz 10 MHz

The end frequency of the test is 40 GHz or twenty times the highest generated frequency within
the EUT, whichever isless. For equipment using waveguide, the requirement does not apply
below eight-tenths of the waveguide's cutoff frequency.

5.17.2 RE103 limits.

Harmonics, except the second and third, and all other spurious emissions shall be at |east 80 dB
down from the level at the fundamental. The second and third harmonics shall be suppressed
50 + 10 log p (where p = peak power output in watts, at the fundamental) or 80 dB, whichever
reguires less suppression.

5.17.3 RE103 test procedures.

5.17.3.1 Purpose.
Thistest procedure is used to verify that radiated spurious and harmonic emissions from
transmitters do not exceed the specified requirements.

5.17.3.2 Test Equipment.
The test equipment shall be as follows:

a. Measurement receiver
Attenuators, 50 ohm
Antennas

Rejection networks
Signal generators

N S =2

Power monitor

5.17.3.3 Setup.
It is not necessary to maintain the basic test setup for the EUT as shown and described in figures
1 through 5 and 4.3.8. Thetest setup shall be as follows:

RE103
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a. Cdibration. Configure the test setup for the signal check path shown in Figure RE103-1
or RE103-2 as applicable.

b. EUT Testing. Configure the test setup for the measurement path shown in Figure
RE103-1 or RE103-2 as applicable.

5.17.3.4. Procedures.
The test procedures shall be as follows:

a. The measurements must be performed in the far-field of the transmitting frequency.
Consequently, the far-field test distance must be calculated prior to performing the test
using the relationships below:

R = distance between transmitter antenna and receiver antenna.
D = maximum physical dimension of transmitter antenna.
d = maximum physical dimension of receiver antenna.
) = wavelength of frequency of the transmitter.
All dimensions are in meters.

For transmitter frequencies less than or equal to 1.24 GHz, the greater distance of the
following relationships shall be used:

R = 2D/, R=3)

For transmitter frequencies greater than 1.24 GHz, the separation distance shall be
calculated asfollows:

For 25D<d use R=2D/),

For 25D>d use R= (D+d)2/x
b. Turn on the measurement equipment and allow sufficient time for stabilization.
c. Cadlibration.

(1) Apply aknown calibrated signal level from the signal generator through the system
check path at a midband fundamental frequency (fo).

(2) Scan the measurement receiver in the same manner as anormal datascan. Verify
the measurement receiver detects alevel within £3 dB of the expected signal.

(3) If readings are obtained which deviate by more than £3 dB, locate the source of the
error and correct the deficiency prior to proceeding with the test.

(4) Repeat 5.17.3.4c(1) through 5.17.3.4¢(3) for two other frequencies over the
frequency range of test.

d. EUT Testing.
(1) Turnonthe EUT and alow asufficient time for stabilization.

(2) Tunethe EUT to the desired test frequency and use the measurement path to
complete the rest of this procedure.
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Tune the test equipment to the measurement frequency (fo) of the EUT and adjust
for maximum indication.

For transmitters where a power monitor can be inserted, measure the modul ated
transmitter power output P, using a power monitor while keying the transmitter.
Convert this power level to units of dB relativeto 1 watt (dBW). Calculate the
Effective Radiated Power (ERP) by adding the EUT antenna gain to this value.
Record the resulting level for comparison with that obtained in 5.17.3.4d(6).

Key the transmitter with desired modulation. Tune the measurement receiver for
maximum output indication at the transmitted frequency. If either or both of the
antennas have directivity, align both in elevation and azimuth for maximum
indication. Verbal communication between sites via radiotelephone will facilitate
this process. Record the resulting maximum receiver meter reading and the
measurement receiver bandwidth.

Calculate the transmitter ERP in dBW, based on the receiver meter reading V,
using the following equation:

ERP=V +20logR + AF - 135

where:

V= reading on the measurement receiver in dBpV

R= distance between transmitter and receiver antennas in meters
AF = antennafactor of receiver antennain dB (1/m)

Compare this calculated level to the measured level recorded in 5.17.3.4d(4). The
compared results should agree within £3 dB. If the difference exceeds +3 dB,
check the test setup for errorsin measurement distance, amplitude calibration,
power monitoring of the transmitter, frequency tuning or drift and antenna
boresight alignment. Assuming that the results are within the +3 dB tolerance, the
ERP becomes the reference for which amplitudes of spurious and harmonics will
be compared to determine compliance with standard limits.

With the rejection network filter connected and tuned to fo, scan the measurement
receiver over the frequency range of test to locate spurious and harmonic
transmitted outputs. It may be necessary to move the measuring system antennain
elevation and azimuth at each spurious and harmonic output to assure maximum
levels are recorded. Maintain the same measurement receiver bandwidth used to
measure the fundamental frequency in 5.17.3.4d(5).

Verify that spurious outputs are from the EUT and not spurious responses of the
measurement system or the test site ambient.

Calculate the ERP of each spurious output. Include all correction factors for cable
loss, amplifier gains, filter loss, and attenuator factors.

Repeat 5.17.3.4d(2) through 5.17.3.4d(9) for other f, of the EUT.
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5.17.3.5 Data Presentation.
Data presentation shall be as follows:

a.  Provide tabular data showing fundamental frequency (fo) and frequency of all harmonics
and spurious emissions measured, the measured power monitor level and the calculated
ERP of the fundamental frequency, the ERP of all spurious and harmonics emissions
measured, dB down levels, and all correction factors including cable loss, attenuator
pads, amplifier gains, insertion loss of rejection networks and antenna gains.

The relative dB down level is determined by subtracting the level in 5.17.4d(6) from
that recorded in 5.17.3.4d(9).
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FIGURE RE103-1. Calibration and test setup for radiated harmonics and spurious
emissions, 10kHzto 1 GHz.
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FIGURE RE103-2. Calibration and test setup for radiated harmonics and spurious
emissions, 1 GHzto 40 GHz.
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5.18 RS101, radiated susceptibility, magnetic field, 30 Hz to 100 kHz.

5.18.1 RS101 applicability.

This requirement is applicable to equipment and subsystem enclosures, including electrical cable
interfaces. The requirement is not applicable for electromagnetic coupling via antennas. For
equipment intended to be installed on Navy aircraft, the requirement is applicable only to aircraft
with ASW capability. For Army ground equipment, the requirement is applicable only to
vehicles having a minesweeping or mine detection capability.

5.18.2 RS101 limit.

The EUT shall not exhibit any malfunction, degradation of performance, or deviation from
specified indications, beyond the tolerances indicated in the individual equipment or subsystem
specification, when subjected to the magnetic fields shown in Figures RS101-1 and RS101-2.

5.18.3 RS101 test procedures.

5.18.3.1 Purpose.
Thistest procedure is used to verify the ability of the EUT to withstand radiated magnetic fields.

5.18.3.2 Test Equipment.
The test equipment shall be as follows:

a. Signa source
b. Radiating loop having the following specifications:

(1) Diameter: 12cm
(2) Number of turns: 20
(3) Wire: No. 12 insulated copper

(4) Magnetic flux density: 9.5x10’ pT/ampere of applied current at a distance of
5 cm from the plane of the loop.

c. Loop sensor having the following specifications:

(1) Diameter: 4cm

(2) Number of turns: 51

(3) Wire: 7-41 Litz wire (7 Strand, No. 41 AWG)
(4) Shielding: Electrostatic

(5) Correction Factor: See manufacturer’ s data for factors to convert measurement
receiver readings to decibels above one picotesla (dBpT).

d Measurement receiver or narrowband voltmeter
e. Current probe
f. LISNs

5.18.3.3 Setup.
The test setup shall be asfollows:

RS101
108 20 August 1999



MIL-STD-461E

a. Maintain abasic test setup for the EUT as shown and described in Figures 2 through 5
and 4.3.8.

b. Cdlibration. Configure the measurement equipment, radiating loop, and loop sensor as
shown in Figure RS101-3.

c. EUT Testing. Configure the test as shown in Figure RS101-4.

5.18.3.4 Procedures.
The test procedures shall be as follows:

a. Turn on the measurement equipment and allow sufficient time for stabilization.
b. Cadibration.

(1) Setthesigna sourceto afrequency of 1 kHz and adjust the output to provide a
magnetic flux density of 110 dB above one picotesla as determined by the reading
obtained on measurement receiver A and the relationship given in 5.18.3.2b(4).

(2) Measure the voltage output from the loop sensor using measurement receiver B.

(3) Verify that the output on measurement receiver B iswithin £3 dB of the expected
value based on the antenna factor and record this value.

c. EUT Tedting.
(1) Turnonthe EUT and alow sufficient time for stabilization.
(2) Select test frequencies as follows:

(@) Locate the loop sensor 5 cm from the EUT face or electrical interface
connector being probed. Orient the plane of the loop sensor parallel to the
EUT faces and parallel to the axis of connectors.

(b) Supply the loop with sufficient current to produce magnetic field strengths at
least 10 dB greater than the applicable limit but not to exceed 15 amps (183
dBpT).

(c) Scan the applicable frequency range. Scan rates up to 3 times faster than the
rates specified in Table Il are acceptable.

(d) If susceptibility is noted, select no less than three test frequencies per octave at
those frequencies where the maximum indications of susceptibility are present.

(e) Reposition the loop successively to alocation in each 30 by 30 cm area on each
face of the EUT and at each electrical interface connector, and repeat
5.18.3.4¢(2)(c) and 5.18.3.4c(2)(d) to determine locations and frequencies of
susceptibility.

(f) From thetotal frequency data where susceptibility was noted in 5.18.3.4¢(2)(c)
through 5.18.3.4¢(2)(e), select three frequencies per octave over the applicable
frequency range.

(3) At each frequency determined in 5.18.3.4¢c(2)(f), apply a current to the radiating
loop that corresponds to the applicable limit. Move the loop to search for possible
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locations of susceptibility with particular attention given to the locations
determined in 5.18.3.4¢(2)(e) while maintaining the loop 5 cm from the EUT
surface or connector. Verify that susceptibility is not present.

5.18.3.5 Data Presentation.
Data presentation shall be as follows:

a

Provide tabular data showing verification of the calibration of the radiating loop in
5.18.3.4b.

Provide tabular data, diagrams, or photographs showing the applicable test frequencies
and locations determined in 5.18.3.4¢(2)(e) and 5.18.3.4¢(2)(f).

Provide graphical or tabular data showing frequencies and threshold levels of
susceptibility.

5.18.4 RS101 alter native test procedures— AC Helmholtz coil.
Thistest procedure may be substituted for the 5.18.3 procedures, provided that the EUT size
versus coil size constraints of 5.18.4.3b can be satisfied.

5.18.4.1 Purpose.
Thistest procedure is an aternative technique used to verify the ability of the EUT to withstand
radiated magnetic fields.

5.18.4.2 Test Equipment.
The test equipment shall be as follows:

a. Signa source
b. Serieswound AC Helmholtz coil
c. Loop sensor having the following specifications (same as RE101 loop):
(1) Diameter: 13.3cm
(2) Number of turns: 36
(3) Wire: 7-41 Litz wire (7 strand, No. 41 AWG)
(4) Shielding: Electrostatic
(5) Correction factor: See manufacturer’s data for factors to convert measurement
receiver readings to decibels above one picotesla (dBpT).
d Measurement receiver or narrowband voltmeter
e. Current probe
f. LISNs
5.18.4.3 Setup.
The test setup shall be asfollows:
a. Maintain abasic test setup for the EUT as shown and described in Figures 2 through 5
and 4.3.8.
b. Cadlibration.
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(1) Configure the radiating system as shown in Figure RS101-5. Select coil spacing
based on the physical dimensions of the EUT enclosure.

(2) For an EUT with dimensions less than one coil radius, use a standard Helmholtz
configuration (coils separated by one coil radius). Place the field monitoring loop
in the center of the test volume.

(3) For an EUT with dimensions greater than one coil radius, use the optional
configuration. Select a coil separation such that the plane of the EUT faceis at
least 5 cm from the plane of the coils and such that the separation between the coils
does not exceed 1.5 radii. Place the field monitoring probe in the plane of either
coil at its center.

c. EUT Tedting.

(1) Configurethetest as shown in Figure RS101-6, using the same coil spacing
arrangement as determined for calibration under 5.18.4.3b.

(2) Position the coils such that the plane of the EUT facesisin parallel with the plane
of the coils.

5.18.4.4 Procedures.
The test procedures shall be as follows:

a. Turn on the measurement equipment and allow sufficient time for stabilization.
b. Cadibration.

(1) Setthesigna sourceto afrequency of 1 kHz and adjust the output current to
generate a magnetic flux density of 110 dB above one picotesla as determined by
the reading obtained on measurement receiver A.

(2) Measure the voltage output from the loop sensor using measurement receiver B.

(3) Verify that the output on measurement receiver B iswithin £3 dB of the expected
value based on the antenna factor and record this value.

c. EUT Tedting.
(1) Turnonthe EUT and alow sufficient time for stabilization.
(2) Select test frequencies as follows:

(@ Supply the Helmholtz coil with sufficient current to produce magnetic field
strengths at least 6 dB greater than the applicable limit.

(b) Scan the applicable frequency range. Scan rates up to 3 times faster than the
rates specified in Table Il are acceptable.

(c) If susceptibility is noted, select no less than three test frequencies per octave at
those frequencies where the maximum indications of susceptibility are present.

(d) Reposition the Helmholtz coils successively over all areas on each face of the
EUT (in all three axes), including exposure of any electrical interface
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connectors, and repeat 5.18.4.4¢(2)(b) and 5.18.4.4¢(2)(c) to determine
locations and frequencies of susceptibility.

(e) From thetotal frequency data where susceptibility was noted in 5.18.4.4¢(2)(b)
through 5.18.4.4c¢(2)(d), select three frequencies per octave over the applicable
frequency range.

(3) At each frequency determined in 5.18.4.4c(2)(e), apply a current to the Helmholtz
coil that corresponds to the applicable RS101 limit. Move the coilsto search for
possible locations of susceptibility with particular attention given to the locations
determined in 5.18.4.4¢(2)(d). Ensurethe EUT remains centered between the
coils, or the coilsremain 5 cm from the EUT surface, as applicable. Verify that
susceptibility is not present.

5.18.4.5 Data Presentation.
Data presentation shall be as follows:

a.  Provide tabular data showing verification of the calibration of the Helmholtz coilsin
5.18.4.4b.

b. Provide tabular data, diagrams, or photographs showing the applicable test frequencies
and locations determined in 5.18.4.4c(2)(d) and 5.18.4.4¢(2)(e).

c. Provide graphical or tabular data showing frequencies and threshold levels of
susceptibility.
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FIGURE RS101-1. RS101 limit for all Navy applications.
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5.19 RS103, radiated susceptibility, electric field, 2 MHz to 40 GHz.

5.19.1 RS103 applicability.
This requirement is applicable to equipment and subsystem enclosures and all interconnecting
cables. The requirement is applicable as follows:

a 2MHzto30MHz Army ships; Army aircraft, including flight line; Navy
(except aircraft); and optiona* for all others

b. 30MHzto 1GHz al

c. 1GHzto18 GHz all

d. 18 GHzto40 GHz optional* for al

*Required only if specified in the procurement specification

The requirement at the tuned frequency of an antenna-connected receiver is 20 dB above the
RE102 limit associated with the particular platform application.

5.19.2 RS103 limit.

The EUT shall not exhibit any malfunction, degradation of performance, or deviation from
specified indications, beyond the tolerances indicated in the individual equipment or subsystem
specification, when subjected to the radiated electric fields listed in Table VII and modul ated as
specified below. Up to 30 MHz, the requirement shall be met for vertically polarized fields.
Above 30 MHz, the requirement shall be met for both horizontally and vertically polarized fields.
Circular polarized fields are not acceptable.

5.19.3 RS103 test procedures.

5.19.3.1 Purpose.
Thistest procedure is used to verify the ability of the EUT and associated cabling to withstand
electric fields.

5.19.3.2 Test Equipment.
The test equipment shall be as follows:

a. Signa generators
b. Power amplifiers
C. Receveantennas
(1) 1GHzto 10 GHz, double ridge horns
(2) 10 GHz to 40 GHz, other antennas as approved by the procuring activity
d. Transmit antennas

e. Electricfield sensors (physically small - electrically short)
f.  Measurement receiver

g. Power meter

h. Directiona coupler
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i. Attenuator

j. Datarecording device

k. LISNs

5.19.3.3 Setup.
The test setup shall be asfollows:

a Maintain abasic test setup for the EUT as shown and described in Figures 1 through 5
and 4.3.8.

b. For eectric field calibration, electric field sensors are required from 2 MHz to 1 GHz.
Either field sensors or receive antennas may be used above 1 GHz (see 5.19.3.2c and
5.19.3.2¢).

Configure test equipment as shown in Figure RS103-1.

Calibration.

(1) Placement of electric field sensors (see 5.19.3.3b). Position sensors 1 meter from,
and directly opposite, the transmit antenna as shown in Figures RS103-2 and
RS103-3 and a minimum of 30 cm above the ground plane. Do not place sensors
directly at corners or edges of EUT components.

(2) Placement of receive antennas (see 5.19.3.3b). Prior to placement of the EUT,
position the receive antenna, as shown in Figure RS103-4, on a dielectric stand at
the position and height above the ground plane where the center of the EUT will be
located.

e. EUT testing.

(1) Placement of transmit antennas. Antennas shall be placed 1 meter from the test
setup boundary as follows:

(@ 2MHzto 200 MHz

1 Test setup boundaries < 3 meters. Center the antenna between the edges
of the test setup boundary. The boundary includes all enclosures of the
EUT and the 2 meters of exposed interconnecting and power leads
requiredin 4.3.8.6. Interconnecting leads shorter than 2 meters are
acceptable when they represent the actual platform installation.

Test setup boundaries > 3 meters. Use multiple antenna positions (N) at
spacings as shown in Figure RS103-3. The number of antenna positions
(N) shall be determined by dividing the edge-to-edge boundary distance
(in meters) by 3 and rounding up to an integer.

(b) 200 MHz and above. Multiple antenna positions may be required as shown in
Figure RS103-2. Determine the number of antenna positions (N) as follows:

1 For testing from 200 MHz up to 1 GHz, place the antennain a sufficient
number of positions such that the entire width of each EUT enclosure and

N
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the first 35 cm of cables and leads interfacing with the EUT enclosure are
within the 3 dB beamwidth of the antenna.

N

For testing at 1 GHz and above, place the antennain a sufficient number
of positions such that the entire width of each EUT enclosure and the first
7 cm of cables and leads interfacing with the EUT enclosure are within the
3 dB beamwidth of the antenna.

(2) Maintain the placement of electric field sensors as specified in 5.19.3.3d(1) above.

5.19.3.4. Procedures.
The test procedures shall be as follows:

a. Turn on the measurement equipment and EUT and allow a sufficient time for
stabilization.

Assess thetest areafor potential RF hazards and take necessary precautionary steps to
assure safety of test personnel.

Cdlibration.

(1) Electric field sensor procedure. Record the amplitude shown on the electric field
sensor display unit dueto EUT ambient. Reposition the sensor, as necessary, until
thislevel is< 10% of the applicable field strength to be used for testing.

(2) Receive antenna procedure (> 1 GHz).

@

(b)

(©)

(d)

(€)

Connect asignal generator to the coaxial cable at the receive antenna
connection point (antennaremoved). Set the signal source to an output level of
0 dBm at the highest frequency to be used in the present test setup. Tune the
measurement receiver to the frequency of the signal source.

Verify that the output indication is within £3 dB of the applied signal,
considering all appropriate losses. If larger deviations are found, locate the
source of the error and correct the deficiency before proceeding.

Connect the receive antennato the coaxial cable as shown in Figure RS103-4.
Set the signal source to 1 kHz pulse modulation, 50% duty cycle. Using an
appropriate transmit antenna and amplifier, establish an electric field at the test
start frequency. Gradually increase the electric field level until it reaches the
applicable limit.

Scan the test frequency range and record the required input power levelsto the
transmit antenna to maintain the required field.

Repeat procedures 5.19.3.4.¢(2)(a) through 5.19.3.4(2)(d) whenever the test
setup is modified or an antenna is changed.

d. EUT Testing.
(1) E-Field sensor procedure.

(@

Set the signal source to 1 kHz pulse modulation, 50% duty cycle, and using
appropriate amplifier and transmit antenna, establish an electric field at the test
RS103
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start frequency. Gradually increase the electric field level until it reaches the
applicable limit.

(b) Scan the required frequency ranges in accordance with the rates and durations
specified in Table I1l. Maintain field strength levelsin accordance with the
applicable limit. Monitor EUT performance for susceptibility effects.

(2) Receive antenna procedure.

(@) Remove the receive antenna and reposition the EUT in conformance with
5.19.3.3a.

(b) Set the signal source to 1 kHz pulse modulation, 50% duty cycle. Using an
appropriate amplifier and transmit antenna, establish an electric field at the test
start frequency. Gradually increase the input power level until it correspondsto
the applicable level recorded during the calibration routine.

(c) Scan therequired frequency range in accordance with the rates and durations
specified in Table Il while assuring the correct transmitter input power is
adjusted in accordance with the calibration data collected. Constantly monitor
the EUT for susceptibility conditions.

(3) If susceptibility is noted, determine the threshold level in accordance with
4.3.10.4.3 and verify that it is above the limit.

(4) Perform testing over the required frequency range with the transmit antenna
vertically polarized. Repeat the testing above 30 MHz with the transmit antenna
horizontally polarized.

(5 Repeat 5.19.3.4d for each transmit antenna position required by 5.19.3.3e.

5.19.3.5 Data Presentation.
Data presentation shall be as follows:

a.  Provide graphical or tabular data showing frequency ranges and field strength levels
tested.

b. Provide graphical or tabular data listing (antenna procedure only) all calibration data
collected to include input power requirements used versus frequency, and results of
system check in 5.19.3.4¢(2)(c) and 5.19.3.4¢(2)(d).

c. Provide the correction factors necessary to adjust sensor output readings for equivalent
peak detection of modulated waveforms.

d. Provide graphs or tables listing any susceptibility thresholds that were determined along
with their associated frequencies.

e. Provide diagrams or photographs showing actual equipment setup and the associated
dimensions.

5.19.4 RS103 alternativetest procedures—reverberation chamber (mode-tuned).
These procedures may be substituted for the 5.19.3 procedures over the frequency range of 200
MHz to 40 GHz. Thelower frequency limit is dependent on chamber size. To determine the
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lower frequency limit for a given chamber, use the following formulato determine the number of
possible modes (N) which can exist a agiven frequency. If, for agiven frequency, N islessthan
100 then the chamber should not be used at or below that frequency.

3
N = 8—7Tabd f3
3 (o

where:  a, b, and d are the chamber internal dimensions in meters
f isthe operation frequency in Hz
c isthe speed of propagation (3 x 10° m/s)

5.19.4.1 Purpose.
This test procedure is an aternative technique used to verify the ability of the EUT and
associated cabling to withstand electric fields.

5.19.4.2 Test equipment.
The test equipment shall be as follows:

a. Signa generators
b. Power amplifiers
C. Receive antennas
(1) 200 MHz to 1 GHz, log periodic or double ridge horns.
(2) 1 GHzto 18 GHz, double ridge horns.
(3) 18 GHz to 40 GHz, other antennas as approved by the procuring activity.
d. Transmit antennas
e. Electricfield sensors (physically small - electrically short), each axis independently
displayed
f. Measurement receiver
g. Power meter
h. Directional coupler
i. Attenuator, 50 ohm
j. Datarecording device
k. LISNs

5.19.4.3. Setup.
The test setup shall be as follows:

a. Install the EUT in areverberation chamber using the basic test setup for the EUT as
shown and described in Figures 2 through 5 and 4.3.8. The EUT shall be at least 1.0
meter from the chamber walls, the tuner, and antennas.
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b. For electric field calibration, electric field sensors (5.19.4.2.€) are required from 200
MHz to 1 GHz. Either field sensors or receive antennas may be used above 1 GHz (see
5.19.4.2c and 5.19.4.2¢).

c. Configure the test equipment as shown in Figures RS103-5 and RS103-6. The same
configuration is used for both calibration and EUT testing. Both the transmit and receive
antennas shall be present in the chamber for all calibration and EUT testing, including for
the electric-field probe technique. Unused receive antennas shall be terminated in 50

ohms.

5.19.4.4 Procedure.
The test procedures shall be as follows:

a. Cadlibration. Use the following procedure to determine the electric field strength that will
be created inside the chamber when a fixed amount of RF energy isinjected into the

chamber.

(1) Recelve antenna procedure.

(@) Adjust the RF source to inject an appropriate forward power (unmodul ated)

(b)
(©

(d)

into the chamber at the start frequency of the test.
Measure the level at the receive antenna using the measurement receiver.

Rotate the tuner 360 degrees using the minimum number of steps required from
Table VIII. Allow the paddle wheel to dwell at each position for a period
corresponding to a minimum of 1.5 times the response time of the
measurement receiver.

Record the maximum amplitude of the signal received and use the following
formulato derive a calibration factor for the field strength created inside the
chamber. (Pr-max and Proward in Watts; 2 in meters).

. . P
Calibration factor = 877[ 5(—™) V/m (for one watt)

forward

() Repeat the procedure in frequency steps no greater than 2% of the preceding

frequency until 1.1 times the start frequency is reached. Continue the
procedure in frequency steps no greater than 10% of the preceding frequency,
thereafter.

(2) Electricfield probe procedure.

() Adjust the RF source to inject an appropriate forward power (Proward)

(b)

(unmodulated) into the chamber at the start frequency of the test.

Rotate the tuner 360 degrees using the minimum number of steps required from
Table VIII. Allow the tuner to dwell at each position for a period
corresponding to a minimum of 1.5 times the probe response time.

(c) Record the maximum amplitude from the receive antenna (Pr-max) and from

each element of the probe and use the following formulato derive a calibration
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factor for the field strength created inside the chamber. (Probe readinginV/m
and Pforward in WattS)

E.L__+E, _+E__
( X—max y—max z-max )2
Calibration factor = 3 5 V/m (for one watt)
forward

(d) Repeat the procedure in frequency steps no greater than 2% of the preceding
frequency until 1.1 times the start frequency is reached. Continue the
procedure in frequency steps no greater than 10% of the preceding frequency,
thereafter.

b. EUT testing. The same antennas used for calibration shall be used for EUT testing.

(1) Turn on the measurement equipment and allow a sufficient time for
stabilization.

(2) Set the RF sourceto the start frequency of the test with 1 kHz pulse
modulation, 50 % duty cycle.

(3) Caculate the amount of RF power needed to create the desired field strength by
determining the difference (in dB - decibel differences are the same for both
field strength and power, there is a square law relationship between field
strength and power in real numbers) between the desired field strength and the
field strength obtained during the calibration. Adjust the chamber peak
forward power to thisvalue. Interpolation between calibration pointsis
required.

(4) Adjust the measurement receiver to display the received signal at the receive
antennato verify that an electric field is present.

(5) Rotate the tuner 360 degrees using the minimum of steps shown in Table VIII.
Allow the tuner to dwell at each position for the duration specified in Table I11.
Asthe tuner rotates, maintain the forward power required to produce field
levels at the applicable limit as determined from the calibration.

(6) Scan the required frequency range in accordance with the maximum frequency
step sizes and durations specified in Table I1l. Monitor EUT performance for
susceptibility effects.

(7) If susceptibility is noted, determine the threshold level in accordance with
4.3.10.4.3 and verify that it is above the limit.

5.19.4.5 Data Presentation.
Data presentation shall be as follows:

a. Provide graphical or tabular data showing frequency ranges and field strength levels
tested.
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. Provide graphical or tabular datalisting of all calibration data collected to include input
power requirements used versus frequency and results of calibration in 5.19.4.4a(1)(d)
and 5.19.4.4.a(2)(c).

. Provide the correction factors necessary to adjust sensor output readings for equivalent
peak detection of modulated waveforms.

. Provide graphs or tables listing any susceptibility thresholds that were determined along
with their associated frequencies.

. Provide diagrams or photographs showing the actual equipment setup and the associated
dimensions.

. Provide the data certifying the baseline performance of the shielded room as a properly
functioning reverberation chamber over a defined frequency range.
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TABLE VIII. Required number of tuner positionsfor areverberation chamber.

Frequency Range
. (M I—)|/z) g Tuner Positions
200 - 300 50
300 - 400 20
400 - 600 16
Above 600 12
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5.20 RS105, radiated susceptibility, transient electromagnetic field.

5.20.1 RS105 applicability.

This requirement is applicable to equipment and subsystem enclosures when the equipment or
subsystem isto be located external to a hardened (shielded) platform or facility. The requirement
is applicable for equipment intended solely for use on non-metallic platforms when specified by
the procuring activity. The requirement is applicable to Army aircraft for safety critical
equipment and subsystems located in an external installation.

5.20.2 RS105 limit.

The EUT shall not exhibit any malfunction, degradation of performance, or deviation from
specified indications, beyond the tolerances indicated in the individual equipment or subsystem
specification, when subjected to atest signal having the waveform and amplitude shown on
Figure RS105-1. At least five pulses shall be applied at the rate of not more than one pulse per
minute.

5.20.3 RS105 test procedures.

5.20.3.1 Purpose.
Thistest procedure is used to verify the ability of the EUT enclosure to withstand a transient
electromagnetic field.

5.20.3.2 Test Equipment.
The test equipment shall be as follows:

a  Transverse electromagnetic (TEM) cell, parallel plate transmission line or equivalent
b. Transient pulse generator, monopulse output, plus and minus polarity

c. Storage oscilloscope, 500 MHz, single-shot bandwidth (minimum), variable sampling
rate up to 1gigasample per second (Gsa/s)

d. Terminal protection devices

®

High-voltage probe, 1 GHz bandwidth (minimum)

—h

B-dot sensor probe

g. D-dot sensor probe

h. LISNs

i. Integrator, time constant ten times the overall pulse width

5.20.3.3 Setup.
Set up the EUT as described below. CAUTION: Exercise extreme careif an open radiator is
used for thistest.

a. Cadlibration. Configure the test equipment in accordance with Figure RS105-2.

(1) Beforeinstalling the EUT in the test volume, place the B-dot or D-dot sensor probe
in the center position of the five point grid in the vertical plane where the front face
of the EUT will be located (see Figure RS105-2).
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(2) Place the high-voltage probe across the input to the radiation system at the output of
the transient pulse generator. Connect the probe to a storage oscilloscope.

b. EUT Testing. Configure the test equipment as shown in Figure RS105-3 for testing of
the EUT.

(1) Placethe EUT centerline on the centerline of the working volume of the radiation
system in such a manner that it does not exceed the usable volume of the radiation
system (h/3, B/2, Al2)/(X,y,z) as shown in Figure RS105-3 (h is the maximum
vertical separation of the plates). If the EUT is mounted on aground planein the
actual installation, the EUT shall be placed on the radiating system ground plane.
The EUT shall be bonded to the ground plane in a manner that duplicates the actua
installation. Otherwise, the EUT shall be supported by dielectric material that
produces a minimum distortion of the EM fields.

(2) The EUT orientation shall be such that the maximum coupling of electric and or
magnetic fieldsis ssmulated. This may require more than one test orientation.

(8) Cablesfor EUT operation and monitoring shall be oriented to minimize induced
currents and voltages on the cables. Cabling shall be oriented normal to the
electric field vector and in a manner that minimizes the loop area normal to the
magnetic field vector. Cables extending out of the parallel plate working volume
should remain normal to the electric field vector for a minimum distance equal to 2
times h.

(4) Bond the bottom plate of the radiation system to an earth reference.

(5) Keepthetop plate of the radiation system at least 2 times h from the closest metallic
ground, including ceiling, building structural beams, metallic air ducts, shielded
room walls, and so forth.

(6) Placethe EUT actual or ssimulated loads and signals for electrical interfacesin a
shielded enclosure when an open radiator is used.

(7) Place TPDsinthe EUT power lines near the power source to protect the power
source.

(8) Connect the transient pulse generator to the radiation system.

5.20.3.4. Procedures.
The test procedures shall be as follows:

a. Turn on the measurement equipment and allow a sufficient time for stabilization.
b. Cdlibration. Perform the following procedures using the calibration setup:

(1) Generate a pulse and adjust the pulse generator to produce a pulsed field, as
measured with the B-dot or D-dot probes, which meets the peak amplitude, rise
time, and pulse width requirements. CAUTION: High voltages are used which are
potentialy lethal. Record the drive pulse waveform as displayed on the
oscilloscope.

(2) Tolerances and characteristics of the RS105 limit shall be as follows:
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- rise time (between 10% and 90% points) between 1.8 nsand 2.8 ns (electric
field continuously increasing).

- full width half maximum (FWHM) pulse width equal to 23 ns+ 5 ns.

- peak value of the electric or magnetic field for each grid position:
0 dB < magnitude < 6 dB above limit.

(3) Repeat steps (1) and (2) above for the other four test points on Figure RS105-2.

(4) Determine the pulse generator settings and associated pulse drive amplitude which
simultaneously satisfies the field requirements for all five grid positions.

c. EUT Testing. Perform the following procedures using the test setup:
(1) Turnonthe EUT and allow sufficient time for stabilization.
(2) Testthe EUT initsorthogonal orientations whenever possible.

(3) Apply the pulse starting at 10% of the pulse peak amplitude determined in
5.20.3.4b(4) with the specified waveshape where practical. Increase the pulse
amplitude in step sizes of 2 or 3 until the required level is reached.

(4) Ensurethat the drive pulse waveform characteristics at the required test level are
consistent with those noted in 5.20.3.4b(2).

(5) Apply the required number of pulses at arate of not more than 1 pulse per minute.

(6) Monitor the EUT during and after each pulse for signs of susceptibility or
degradation of performance.

(7) If an EUT malfunction occurs at alevel less than the specified peak level, terminate
the test and record the level.

(8) If susceptibility isnoted, determine the threshold level in accordance with 4.3.10.4.3
and verify that it is above the limit.

5.20.3.5. Data Presentation.
Data presentation shall be as follows:

a. Provide photographs of EUT orientation including cables.
b. Provide adetailed written description of the EUT configuration.

c. Provide oscilloscope recordings that show peak value, rise time, and pulse width of one
applied pulse for each EUT orientation.

d. Provide the pulse number, with the first pulse being Number 1, for each recorded
waveshape.

e. Record the time-to-recovery for each EUT failure, if applicable.
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6. NOTES

(This section contains information of a general or explanatory nature that may be helpful, but is
not mandatory.)

6.1 Intended use.
This standard is intended for use in the acquisition cycle of equipment and subsystems to specify
the electromagnetic emission and susceptibility requirements for the control of EMI.

6.2 Issue of DoDISS.
When this standard is used in acquisition, the applicable issue of the DoDISS must be cited in the
solicitation (see 2.1.1 and 2.2).

6.3 Associated Data Item Descriptions.

This standard is cited in DoD 5010.12-L, Acquisition Management Systems and Data
Requirements Control List (AMSDL), as the source document for the following DIDs. When it
is necessary to obtain the data, the applicable DIDs must be listed on the Contract Data
Requirements List (DD Form 1423), except where the DoD Federal Acquisition Regulation
Supplement exempts the requirement for a DD Form 1423.

DID Number DID Title
DI-EMCS-80199B Electromagnetic Interference
Control Procedures (EMICP)
DI-EMCS-80201B Electromagnetic Interference
Test Procedures (EMITP)
DI-EMCS-80200B Electromagnetic Interference

Test Report (EMITR)

The above DIDs were current as of the date of this standard. The current issue of the AMSDL
must be researched to ensure that only current and approved DIDs are cited on the DD Form
1423.

6.4 Tailoring guidance.

Application specific criteriamay be derived from operational and engineering analyses on the
equipment or subsystem being procured for use in specific environments. When analyses reveal
that arequirement in this standard is not appropriate or adequate for that procurement, the
requirement should be tailored and incorporated into the appropriate documentation. The
appendix of this standard provides guidance for tailoring.

6.5 Subject term (key word) listing.

EMC

EMI

Electromagnetic compatibility
Electromagnetic emission
Electromagnetic interference
Electromagnetic susceptibility
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Test Limits, EMI

6.5 International standardization agreements.

Certain provisions of this standard are the subject of international standardization agreements
STANAG 3516, STANAG 4435, STANAG 4436, and STANAG 4437. When change notice,
revision, or cancellation of this standard is proposed which will modify the international
agreement concerned, the preparing activity will take appropriate action through international
standardization channels, including departmental standardization offices to change the agreement
or make other appropriate accommodation.

6.6 Changesfrom previousissue.
Marginal notations are not used in the revision to identify changes with respect to the previous
issue due to the extensiveness of the changes.

6.7 Technical pointsof contact.
Requests for additiona information or assistance on this standard can be obtained from the
following:

a  Commander, U.S. Army, AMCOM
AMSAM-AR-ES
Building 5681
Redstone Arsenal, AL 35898-5000
Mr. Fred Reed
DSN 897-4886; Commercial (256) 313-4886
E-mall: reed-fr@redstone.army.mil

b. Commanding Officer
ATTN: Code 323
Space and Naval Warfare System Center, Charleston
P.O. Box 190022
N. Charleston, SC 29419-9022
Mr. Mike Gullberg
DSN 588-4380; Commercial (843) 974-4380
E-mail: gulbergm@spawar.navy.mil

c. ASC/ENAE, Building 560
2530 Loop Road West
Wright Patterson AFB, OH 45433-7101
Mr. John Zentner
DSN 785-5078; Commercia (937) 255-5078
E-mall: zentng c@asc-en.wpafb.af.mil

Any information relating to Government contracts must be obtained through contracting officers.
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10. GENERAL

10.1. Scope.

This appendix provides background information for each emission and susceptibility and
associated test requirement in the main body of the standard. This information includes rationale
for requirements, guidance in applying the requirements, and lessons learned from platform and
laboratory experience. Thisinformation should help users understand the intent behind the
requirements, should aid the procuring activity in tailoring emission and susceptibility
requirements as necessary for particular applications, and should help users develop detailed test
procedures in the EMITP based on the general test procedures in this document. This appendix
is provided for guidance purposes and, as such, should not be interpreted as providing contractual
requirements.

10.2 Structure.

This appendix follows the same general format as the main body of the standard. Section 4
genera requirements from the main body are repeated in this appendix and areinitalics. Main
body paragraph numbers corresponding to each requirement are included in parentheses. A
"Discussion” paragraph is provided for each requirement. Though section 5 detailed
requirements from the main body are not repeated, discussion paragraphs on “ Applicability and
limits” and “Test procedure”’ are included.
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20. APPLICABLE DOCUMENTS

20.1 General.
The documents listed in this section are specified within this appendix.

20.2 Government documents.
20.2.1 Specifications, standards, and handbooks.

The following specifications, standards, and handbooks specified herein are referenced solely to
provide supplemental technical data. These documents are for informational purposes only.

STANDARDS

MILITARY
MIL-STD-188-125 - HEMP Protection for Ground-Based C4l
Facilities Performing Critical, Time-Urgent
Missions
MIL-STD-464 - Electromagnetic Environmental Effects
Regquirements for Systems
MIL-STD-469 - Radar Engineering Design Requirements,
Electromagnetic Compatibility
MIL-STD-704 - Aircraft Electric Power Characteristics
MIL-STD-1275 - Characteristics of 28 Volt DC Electrical
Systemsin Military Vehicles
MIL-STD-1399-300A - Interface Standard for Shipboard Systems,
(NAVY) Section 300A, Electric Power, Alternating
Current
MIL-STD-1539 - Electric Power, Direct Current, Space Vehicle
(USAF) Design Requirements
HANDBOOKS
MILITARY
MIL-HDBK-235 - Electromagnetic (Radiated) Environment

Considerations for Design and Procurement of
Electrical and Electronic Equipment

MIL-HDBK-237 - Guidance for Controlling Electromagnetic
Environmental Effects on Platforms, Systems,
and Equipment
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MIL-HDBK-241 - Design Guide for EMI Reduction in Power
Supplies
MIL-HDBK-253 - Guidance for the Design and Test of Systems

Protected Against the Effects of
Electromagnetic Energy

MIL-HDBK-423 - HEMP Protection for Fixed and Transportable
Ground-Based Facilities

(Copies of federal and military specifications, standards, and handbooks are available from
the Department of Defense Single Stock Point, 700 Robbins Avenue, Building 4D, Philadel phia,
PA 19111-5094. [Telephone 215-697-2179])

20.2.2 Other Government documents, drawings, and publications.
The following other Government documents, drawings, and publications specified herein are

referenced solely to provide supplemental technical data. These documents are for informational
purposes only.

AIR FORCE SYSTEMS COMMAND (AFSC)
AFSCDH 1-4 - Air Force Systems Command Design
Handbook, EMC
FEDERAL COMMUNICATIONS COMMISSION
CFR Title 47 - Parts2, 15, and 18

DEPARTMENT OF DEFENSE (DoD)

DoDI 6055.11 - Protection of DoD Personnel from Exposure to
Radio Frequency Radiation and Military
Exempt Lasers

SD-2 - Buying Commercia and Nondevel opmental
Items
NATIONAL BUREAU OF STANDARDS (NBS)
Technical Note 1092 - Design, Evaluation, and Use of a Reverberation

Chamber for Performing Electromagnetic
Susceptibility/V ulnerability Measurements

NATIONAL INSTITUTE OF SCIENCE AND TECNOLOGY (NIST)

Technical Note 1508 - Evaluation of the NASA Langley Research
Center Mode-Stirred Chamber Facility

NATIONAL TELECOMMUNICATION AND INFORMATION AGENCY (NTIA)

NTIA - Manual of Regulations & Procedures for
Federal Radio Frequency Management

NAVAL SEA SYSTEMS COMMAND (NAVSEA)
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NAVSEA OD 30393 - Design Principles and Practices for Controlling
Hazards of Electromagnetic Radiation to
Ordnance

USARMY AMC MATERIEL READINESS SUPPORT ACTIVITY

AMC Pamphlet 706-235 - Hardening Weapon Systems Against RF
Energy

AMC Pamphlet 706-410 - Engineering Design Handbook, EMC

USARMY AVIATION AND TROOP COMMAND

ADS-37A-PRF - Electromagnetic Environmental Effects(E3)
Design And Verification Requirements

(Application for copies of National Bureau of Standards and National Institute for Science
and Technology documents should be addressed to NIST Public Inquiries, Administration
Building, A903, National Institute for Science and Technology (NIST), Gaithersburg MD 20899-
0001 [Telephone: 301-975-3058]. Copies of other publications required by contractorsin
connection with specific acquisition functions should be obtained from the contracting activity or
as directed by the contracting officer.)

20.3. Non-Government publications.
The following non-government documents specified herein are referenced solely to provide
supplemental technical data. These documents are for informational purposes only

AMERICAN NATIONAL STANDARDS INSTITUTE (ANSI)

ANSI/IEEE C63.2 - Standard for Instrumentation, Electromagnetic
Noise and Field Strength, 10 kHz to 40 GHz,
Specifications

ANSI/IEEE C63.4 - Standard for Electromagnetic Compatibility,

Radio-Noise Emissions from Low Voltage
Electrical and Electronic Equipment in the
Range of 9 kHz to 1 GHz, Methods of

M easurement
ANSI/IEEE C63.12 - Standard for Electromagnetic Compatibility
Limits, Recommended Practice
ANSI/IEEE C63.14 - Standard Dictionary for Technologies of

Electromagnetic Compatibility (EMC),
Electromagnetic Pulse (EMP), and Electrostatic
Discharge (ESD)

ANSI/NCSL Z540-1 - Genera Requirements for Calibration
Laboratories And Measuring and Test
Equipment
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(DoD activities may obtain copies from the Standardization Document Order Desk, 700
Robbins Avenue, Building 4D, Philadelphia PA 19111-5094. Other Government agencies and
the private sector may address application for copies to the American National Standards
Institute, 11 West 42™ Street, New York, New Y ork 10036 [Telephone: 212-642-4900 or Fax:
212-398-0023]; or the Institute of Electrical and Electronics Engineers, Incorporated (IEEE), 445
Hoes Lane, Piscataway, NJ 08855-1331 [ Telephone: 800-701-4333 or Fax: 908-981-9667].)

AMERICAN SOCIETY FOR TESTING AND MATERIALS (ASTM)
ASTM E 380 - Standard for Metric Practice (DoD adopted)

(Application for copies should be addressed to the American Society for Testing and
Materials, 1916 Race Street, Philadelphia PA 19103-1187 [Telephone: 215-299-5585 or FAX:
215-977-9679].)

INTERNATIONAL STANDARDIZATION ORGANIZATION (1SO)

ISO 10012-1 - Quality Assurance Requirements for Measuring
Equipment

(Application for copies of SO documents should be addressed to |SO, International
Organization for Standardization, 3 rue de Varembe, 1211 Geneve 20, Geneve, Switzerland
[Telephone: 41 22 734 0150].)

NATIONAL FIRE PROTECTION ASSOCIATION (NFPA)
National Electrical Code

(Application for copies should be addressed to the National Fire Protection Association, One
Batterymarch Park, Quincy MA 02269-9990 [ Telephone: 617-770-3000 or FAX: 617-770-
0700].)

RADIO TECHNICAL COMMISSION FOR AERONAUTICS

DO-160 - Environmenta Conditions and Test Procedures
for Airborne Equipment

(Applications for copies should be addressed to Radio Technical Commission for
Aeronautics Secretariat, One McPherson Square, Suite 500, 1425 K Street, NW, Washington DC
20005.)

SOCIETY OF AUTOMOTIVE ENGINEERS (SAE)

ARP 958 - Electromagnetic Interference Measurement
Antennas; Standard Calibration Requirements
and Methods

ARP 1972 - Recommended Measurement Practices and
Procedures for EMC Testing
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(Application for copies should be addressed to the Society of Automotive Engineers,
Incorporated, 400 Commonwealth Drive, Warrendale, PA 15096 [Telephone: 412-776-4841 or
FAX: 412-776-5760].)

(Non-government standards are generally available for reference from libraries. They are
also distributed among non-government standards bodies and using Federal agencies.)

A-11



MIL-STD-461E
APPENDIX
30. DEFINITIONS

30.1 General.
The terms used in this appendix are defined in ANSI C63.14. In addition, the following
definitions are applicable for the purpose of this appendix.

30.2 Acronymsused in this appendix.

a ASW - Anti-submarine Warfare

b. BIT - Built-in-Test

c. CW - Continuous Wave

d ECM -  Electronic Countermeasures

e. EMC - Electromagnetic Compatibility

f. EME - Electromagnetic Environment

g. EMI - Electromagnetic Interference

h. EMICP - Electromagnetic Interference Control Procedures
i. EMITP -  Electromagnetic Interference Test Procedures
j. EMITR -  Electromagnetic Interference Test Report
k. EMP -  Electromagnetic Pulse

. ERP - Effective Radiated Power

m. EUT -  Equipment Under Test

n. GPI - Ground Plane Interference

o. GFE - Government Furnished Equipment

p. LISN -  Linelmpedance Stabilization Network

g. NDI - Non-Developmental Item

r.. NOE - Nap-of-the-earth

s. RF - Radio Frequency

t. RMS - Root Mean Square

u TEM -  Transverse Electromagnetic

v. TPD - Terminal Protection Device

w. UPS -  Uninterruptible Power Supplies

X. VFR - Visua Flight Rules

y. VSWR - Voltage Standing Wave Ratio

A-12



MIL-STD-461E
APPENDIX

30.3 Below deck.

An areaon ships which is surrounded by a metallic structure, or an area which provides
significant attenuation to electromagnetic radiation, such as the metal hull or superstructure of a
surface ship, the pressure hull of a submarine and the screened rooms in non-metallic ships.

30.4 External installation.

An equipment location on a platform which is exposed to the external electromagnetic
environment, such as an aircraft cockpit which does not use electrically conductive treatments on
the canopy or windscreen.

30.5 Internal installation.
An equipment location on a platform which istotally inside an electrically conductive structure,
such as atypical avionics bay in an auminum skin aircraft.

30.6 Metric units.

Metric units are a system of basic measures which are defined by the International System of
Units based on "Le System International d'Unites (SI)", of the International Bureau of Weights
and Measures. These units are described in ASTM E 380.

30.7 Non-developmental item.
Non-developmental item is a broad, generic term that covers material available from awide
variety of sources with little or no development effort required by the Government.

30.8 Safety critical.
A category of subsystems and equipment whose degraded performance could result in loss of life
or loss of vehicle or platform.

30.9 Test setup boundary.

The test setup boundary includes all enclosures of the Equipment Under Test (EUT) and the 2
meters of exposed interconnecting leads (except for leads which are shorter in the actual
installation) and power leads required by 4.8.6.
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40. GENERAL REQUIREMENTS

40.1 (4.1) General.

Electronic, electrical, and electromechanical equipment and subsystems shall comply with the
applicable general interface requirementsin 4.2. General requirements for verification shall be
in accordance with 4.3. These general requirements are in addition to the applicable detailed
emission and susceptibility requirements and associated test procedures defined in 5.0.

Discussion: The requirements in this paragraph are universally applicable to all subsystems and
equipment. Separate emission and susceptibility requirements that are structured to address
specific concerns with various classes of subsystems and equipment are contained in other
portions of this standard.

This document is concerned only with specifying technical requirements for controlling
electromagnetic interference (EMI) emissions and susceptibility at the subsystem-level and
equipment-level. The requirements in this document are not intended to be directly applied to
subassemblies of equipment such as modules or circuit cards. The basic concepts can be
implemented at the subassembly level; however, significant tailoring needs to be accomplished
for the particular application. The requirements included herein are intended to be used as a
baseline. Placement of the limitsis based on demonstrated performance typically required for
use on existing platformsin order to achieve electromagnetic compatibility (EMC). System-level
requirements dealing with integration of subsystems and equipment are contained in documents
such as MIL-STD-464 and MIL-STD-188-125. MIL-STD-464 requirements include intra-
system compatibility within the system, inter-system compatibility with external radio frequency
environments, lightning protection, and hazards of electromagnetic radiation to ordnance, fuel
and personnel. The procuring activity and system contractors should review the requirements
contained herein for possible tailoring based on system design and expected operational
environments. MIL-STD-469 provides additional requirements for radars for achieving
electromagnetic compatibility. NTIA “Manua of Regulations and Procedures for Federal Radio
Frequency Management” provides requirements for complying with laws governing use of the
radio frequency spectrum by federal agencies.

Guidance and technigues which are helpful in meeting the requirements of this standard are
contained in MIL-HDBK-241, MIL-HDBK-253, MIL-HDBK-423, AFSC DH 1-4, and AMC
Pamphlet 706-410. MIL-HDBK-237 provides guidance for management of EMC efforts. ADS-
37A-PRF provides additional guidance for Army equipment located or operated on fixed-wing
aircraft and helicopters. MIL-HDBK-235 provides information on land, air, and sea based RF
emitters, both hostile and friendly, which contribute to the overall electromagnetic environment.

The qualification status of equipment and subsystems becomes uncertain when hardware or
software changes are incorporated due to equipment updates or test failures, including failures
from testing to requirements other than EMI. To maintain certification to MIL-STD-461 after
changes are implemented, either an analysis showing no substantive impact needs to be issued or
continued compliance needs to be demonstrated by limited testing deemed to be appropriate to
evauate the changes. The approach used to maintain continued certification and the results of
analysis and testing are normally subject to procuring activity approval.
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40.2 (4.2) Interface Requirements.

40.2.1 (4.2.1) Joint procurement.
Equipment or subsystems procured by one DoD activity for multi-agency use shall comply with
the requirements of the user agencies.

Discussion: When the government procures equipment that will be used by more than one
service or agency, a particular activity is assigned responsibility for overall procurement. The
responsible activity must address the concerns of all the users. Conflicts may exist among the
parties concerned. Also, imposition of more severe design requirements by one party may
adversely affect other performance characteristics required by the second party. For example,
severe radiated susceptibility levels on an electro-optical sensor may require aperture protection
measures which compromise sensitivity. It isimportant that these issues be resolved to the
satisfaction of al parties and that all genuine requirements be included.

40.2.2 ( 4.2.2) Filtering (Navy only).

The use of line-to-ground filters for EMI control shall be minimized. Such filters establish low
impedance paths for structure (common-mode) currents through the ground plane and can be a
major cause of interference in systems, platforms, or installations because the currents can
couple into other equipment using the same ground plane. If such a filter must be employed, the
line-to-ground capacitance for each line shall not exceed 0.1 microfarads (UF) for 60 Hertz (Hz2)
equipment or 0.02 uF for 400 Hz equipment. For submarine DC-powered equipment and
aircraft DC-powered equipment, the filter capacitance from each line-to-ground at the user
interface shall not exceed 0.075 puF/kKW of connected load. For DC loads less than 0.5 kW, the
filter capacitance shall not exceed 0.03 uF. Thefiltering employed shall be fully described in the
equipment or subsystem technical manual and the Electromagnetic Interference Control
Procedures (EMICP) (See 6.3).

Discussion: The power systems for Navy ships and submarines are ungrounded. The
capacitance-to-ground of power line filters provides a path for conducting current into the hull
structure. The Navy uses very sensitive low frequency radio and sonar receivers. At low
frequencies, currents flowing through the installation structure and across surfaces of electronic
enclosures will penetrate to the inside of the enclosure. The magnetic fields created by these
currents can couple into critical circuits and degrade performance. At higher frequencies (greater
than 100 kHz), the combination of power linefilter capacitance-to-ground limitation, skin effect
of equipment enclosures, and reduced harmonic currents tend to minimize the problems
associated with structure currents.

40.2.3 (4.2.3) Self-compatibility.

The operational performance of an equipment or subsystem shall not be degraded, nor shall it
malfunction, when all of the units or devicesin the equipment or subsystem are operating
together at their designed levels of efficiency or their design capability.

Discussion: The EMI controls imposed by this standard apply to subsystem-level hardware with
the purpose of insuring compatibility when various subsystems are integrated into a system
platform. Inaparallel sense, a subsystem can be considered to be an integration of various
assemblies, circuit cards, and electronics boxes. While specific requirements could be imposed
to control the interference characteristics of these individual items, this standard is concerned
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only with the overall performance characteristics of the subsystem after integration. Therefore,
the subsystem itself must exhibit compatibility among its various component parts and
assemblies.

40.2.4 (4.2.4) Non-Developmental Items (NDI).
In accordance with the guidance provided by DoD SD-2, the requirements of this standard shall
be met when applicable and warranted by the intended installation and platform requirements.

Discussion: NDI refersto any equipment that is already developed and ready for use including
both commercial and military items. DoD SD-2 provides guidance on EMC integration issues
relating to the use of NDI. SD-2 states concerns with proper operation in the mission
environment and the need for compatibility with existing operationa equipment. The document
includes cautions that acceptance in the commercial marketplace does not mean that EMC
requirements are met, that modifications to correct EMC problems can be costly and time
consuming, and that EM C problems can be potentially hazardous. SD-2 states that quantitative
EM C requirements should be developed and that valid data needs to be gathered during a market
investigation for performance of analysis to determine the suitability of the NDI. Testing may be
required if thereisinsufficient data. An EMC advisory board is recommended to provide
alternatives to decision makers.

40.2.4.1 (4.2.4.1) Commercial items.

Discussion: The use of commercial off-the-shelf equipment presents a dilemma between the
need for EMI control with appropriate design measures implemented and the desire to take
advantage of existing designs which may exhibit undesirable EMI characteristics. Paragraphs
4.2.4.1.1 and 4.2.4.1.2 address the specific requirements for the two separate cases of contractor
selection versus procuring activity specification of commercial equipment.

For some applications of commercially developed products, such as commercial transport
aircraft, EMI requirements similar to those in this standard are usually imposed on equipment.
Most commercial aircraft equipment is required to meet the EMI requirementsin RTCA DO-160
or an equivalent contractor in-house document. Recent revisionsto RTCA DO-160 are making
the document more compatible with this standard. Equipment qualified to revisions“C” or “D”
of RTCA DO-160 is often suitable for military aircraft applications.

EMI requirements on most commercial equipment are more varied and sometimes nonexistent.
The Federal Communication Commission (FCC) is responsible for regulating "Non-Licensed
Radio Frequency Devices' in the commercial and residential environment to control interference
to radio reception. Requirements areimposed in FCC CFR Title 47, Parts 2, 15, and 18. The
FCC does not control susceptibility (referred to asimmunity in the commercial community)
characteristics of equipment. The most widely applied requirement is Part 15 which requires that
any "digital device" comply with the following conducted and radiated emission limits for
commercial environments (Class A) and residential environments (Class B).
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CONDUCTED EMISSIONS

FREQUENCY CLASSA CLASSB
(MHz) (dBLV) (dBLV)

0.45 - 1.705 60 48

1.705—30 70 48

RADIATED EMISSIONS

FREQUENCY CLASS A CLASSB
(MH2) (dBuV/mat 10 meters)  (dBuV/m at 3 meters)
30-88 39 40
88216 44 44
216 — 960 46 46
above 960 50 54

These requirements are typically less stringent than military requirements of asimilar type. Also,
there is difficulty in comparing levels between commercial and military testing due to differences
in measurement distances, different types of antennas, and near-field conditions.

The commercial community is moving toward immunity standards. The basis for immunity
requirementsisgivenin ANSI C63.12. Thereisalso activity in theinternational area. The
European Union isimposing mandatory standards and the International Electrotechnical
Commission is working on standards.

40.2.4.1.1 (4.2.4.1.1) Selected by contractor.

When it is demonstrated that a commercial item selected by the contractor is responsible for
eguipment or subsystems failing to meet the contractual EMI requirements, either the
commercial item shall be modified or replaced or interference suppression measures shall be
employed, so that the equipment or subsystems meet the contractual EMI requirements.

Discussion: The contractor retains responsibility for complying with EMI requirements
regardless of the contractor's choice of commercia off-the-shelf items. The contractor can treat
selected commercial items as necessary provided required performance is demonstrated.

40.2.4.1.2 (4.2.4.1.2) Specified by procuring activity.

When it is demonstrated by the contractor that a commercial item specified by the procuring
activity for usein an equipment or subsystemis responsible for failure of the equipment or
subsystem to meet its contractual EMI requirements, the data indicating such failure shall be
included in the Electromagnetic Interference Test Report (EMITR) (See 6.3). No modification or
replacement shall be made unless authorized by the procuring activity.

Discussion: The procuring activity retains responsibility for EMI characteristics of commercial
items that the procuring activity specifies to be used as part of a subsystem or equipment. The
procuring activity will typically study trade-offs between the potential for system-level problems
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and the benefits of retaining unmodified commercia equipment. The procuring activity needs to
provide specific contractual direction when modifications are considered to be necessary.

40.2.4.2. (4.2.4.2) Procurement of equipment or subsystems having met other EMI
requirements.

Procurement of equipment and subsystems electrically and mechanically identical to those
previously procured by activities of DoD or other Federal agencies, or their contractors, shall
meet the EMI requirements and associated limits, as applicable in the earlier procurement,
unless otherwise specified by the Command or agency concerned.

Discussion: In general, the government expects configuration controls to be exercised in the
manufacturing process of equipment and subsystems to ensure that produced items continue to
meet the particular EMI requirements to which the design was qualified. This standard reflects
the most up-to-date environments and concerns. Since the original EMI requirements may be
substantially different than those in this standard, they may not be adequate to assess the
suitability of the item in a particular installation. This situation most often occurs for equipment
susceptibility tests related to the radiated el ectromagnetic environment. Procuring activities need
to consider imposing additional test requirements on the contractor to gather additional datato
permit adequate eval uation.

Testing of production items has shown degraded performance of the equipment from that
previously demonstrated during development. One problem area is engineering changes
implemented for ease of manufacturing which are not adequately reviewed for potential effects
on EMI control design measures. Specific problems have been related to treatment of cable and
enclosure shields, electrical grounding and bonding, and substitution of new component parts due
to obsolescence.

40.2.5 (4.2.5) Government Furnished Equipment (GFE).

When it is demonstrated by the contractor that a GFE is responsible for failure of an equipment
or subsystem to meet its contractual EMI requirements, the data indicating such failure shall be
included in the EMITR. No modification shall be made unless authorized by the procuring
activity.

Discussion: GFE istreated the same as commercial items specified by the procuring activity.

40.2.6 (4.2.6) Switchingtransients.

Switching transient emissions that result at the moment of operation of manually actuated
switching functions are exempt from the requirements of this standard. Other transient type
conditions, such as automatic sequencing following initiation by a manual switching function,
shall meet the emissions requirements of this standard.

Discussion: Proper treatment of manually actuated switching functions has long been a
dilemma. Platform experience has shown that switching of electronics equipment subjected to
EMI requirements rarely causes electromagnetic compatibility problems. On thisbasis, there are
no requirements included in this standard. "On-off" switching has been of particular interest.
“On-off “ switching has occasionally caused power quality type problems. These problems are
associated with voltage regulation difficulties from alarge load being switched on a power bus;
however, such power quality issues are not addressed by this standard.
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Platform problems have also been observed from switching of items not normally subjected to
EMI requirements such as unsuppressed inductors (valves, relays, etc.), motors, and high current
resistive loads. These types of problems are more related to coupling of transients onto platform
wiring through electric and magnetic fields than direct conduction of the interference. There are
substantial requirements included in the standard to protect against susceptibility to transients.
This statement is not intended to imply that inductive devices and other transient producers
should not be suppressed as a normal good design practice. For example, some integrating
contractors routinely require vendors to provide diode suppression on inductors.

In earlier versions of EMI standards, manually actuated functions were measured using frequency
domain techniques. Although measured emission levels were often 40-70 dB above the limit, no
platform problems were observed. This technique was largely abandoned in later versions of the
standards in favor of atime domain requirement on power leads (CEQ7). Except for some above
limit conditions associated with on-off functions, equipment rarely have had any problems with
the requirement. Testing of on-off functions has often been controversial because of the need to
often use a switch external to the equipment. A number of issues arise regarding placement of
the switch, where the transient should be measured, whether the switch or the equipment causes
the transient, and whether the switch can be suppressed.

The exemption is applicable only for transient effects occurring at the moment of manual switch
operation. Many other transient type effects occur during the operation of electronics. An
argument could be made that the operation of microprocessor controlled electronics produces
continuous transients with every change of state. There are certain transient effects that occur
infrequently which could be presented to the procuring activity as events similar to the action of a
manual switch with arequest for an exemption. An exampleis a heater circuit that functions
intermittently dependent upon a sensed temperature.

Other documents such as MIL-STD-704, MIL-STD-464, and MIL-STD-1399-300A impose
transient controls at the system-level.

40.3 (4.3) Verification requirements.

The general requirements related to test procedures, test facilities, and equipment stated below,
together with the detailed test proceduresincluded in 5.0, shall be used to determine compliance
with the applicable emission and susceptibility requirements of this standard. Any procuring
activity approved exceptions or deviations from these general requirements shall be documented
in the Electromagnetic Interference Test Procedures (EMITP) (See 6.3). Equipment that are
intended to be operated as a subsystem shall be tested as such to the applicable emission and
susceptibility requirements whenever practical. Formal testing is not to commence without
approval of the EMITP by the Command or agency concerned. Data gathered as a result of
performing tests in one electromagnetic discipline might be sufficient to satisfy requirementsin
another. Therefore, to avoid unnecessary duplication, a single test program should be
established with tests for similar requirements conducted concurrently whenever possible.

Discussion: This portion of the document specifies general requirements that are applicableto a
variety of test procedures applicable for individual emissions and susceptibility requirements.
The detailed test procedures for each emissions and susceptibility requirement include
procedures that are unique to that requirement. Other sources of information dealing with
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electromagnetic interference testing are available in industry documents such as RTCA DO-160
and SAE ARP 1972.

Electromagnetic disciplines [ el ectromagnetic compatibility (EMC), electromagnetic pulse
(EMP), lightning, RF compatibility, frequency alocation, etc.] are integrated to differing levels
in various government and contractor organizations. Thereis often a common base of
requirements among the disciplines. It is more efficient to have unified requirements and
complete and concise testing. For example, the EMC, EMP and lightning areas all pertain to
electronic hardness to transients. The transient requirements in this standard should satisfy most
concerns or should be adapted as necessary to do so.

Testing integrated equipment at the subsystem-level is advantageous because the actual electrical
interfaces are in place rather than electrical load or test equipment simulations. When
simulations are used, there is always doubt regarding the integrity of the ssmulation and questions
arise whether emission and susceptibility problems are due to the equipment under test or the
simulation.

Contractor generated test procedures provide a mechanism to interpret and adapt MIL-STD-461
asit isapplicable to a particular subsystem or equipment and to detail the test agency's facilities
and instrumentation and their use. It isimportant that the procedures are available to the
procuring activity early so that the procuring activity can approve the test procedures prior to the
start of testing. Agreement needs to exist between the procuring activity and the contractor on
the interpretation of test requirements and procedures, thereby minimizing the possible need for
retesting.

When testing large equipment, equipment that requires special handling provision or high power
equipment, deviations from the standard testing procedures may be required. Large equipment
may not fit through the typical shielded room door or may be so heavy that it would crush the
floor. Other equipment has large movable arms or turrets or equipment that requires special
heating or cooling facilities. This equipment may have to be tested at the manufacturer’s
facilities or at the final instalation. The following examples are for guidance. Sound
engineering practices should be used and explained in detail in the EMITP when deviating from
the standard test procedures due to EUT characteristics. The design of thetestsis of primary
importance and the data recorded during the testing must reflect the final installation
characteristics as closealy as possible.

For equipment which requires high input current (for example: > 200 A), commercial LISNs
may not be available. Since LISNs are ineffective below 10 kHz, they may be deleted for CE101
testing. For CE102, the “voltage probe”’ called out in ANSI C63.4 may be substituted. The
construction of the probe is shown in Figure A-1. A direct connection to the power linesis
required and care must be taken to establish areference ground for the measurements. It may be
necessary to perform repeated measurements over a suitable period of time to determine the
variation in the power line impedance and the impact on the measured emissions from the EUT.

The measurements are made between each current-carrying conductor in the supply mains and
the ground conductor with a blocking capacitor C and resistor R, as shown in Figure A-1, so that
the total resistance between the line under test and ground is 1500 ohm. The probe attenuates the
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voltage so calibration factors are required. The measurement point (probe’ s position on the
cables) must be identified in al test setups.

When equipment istoo large or requires special provisions (loads, drives, water, emission of
toxic fumes and such), testing in atypical semi-anechoic room may not be feasible. Temporary
screen rooms consisting of hardware cloth can be built around the test area to reduce the ambient
for radiated emission testing and to contain the RF field during radiated susceptibility testing.
Since the room may be highly reflective, care must be taken to identify any resonances. Several
antenna positions may be required in order to reduce the effect of the resonances.

Equipment which produces high power RF output may be required to be tested on an open area
test site. Additionally, equipment that needs to have a communication link to the outside world
must be tested in the open. FCC approval may be required in order to generate the RF fields for
the RS103 test requirement. If the communication link can be simulated, then the test can be
performed in ashielded room. In this case, specia dummy loads may be required, since the high
power RF radiation could damage the anechoic material due to heating.

SUPPLY MAINS
4

C

Xc < 1500 ©

R = (1500 - Ry)

MEASUREMENT
RECEIVER

X_ > Ry INPUT IMPEDANCE = R, Q @

FIGURE A-1. Voltage probefor testsat user’sinstallation.

Imposition of EMI requirements on large equipment has become essential to prevent EMI
problems. Therefore, EMI requirements should not be waived simply because of special
handling problems or equipment size. Typical equipment and subsystems for which these special
provisions have been applied are as follows:
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Air handling units (heating, ventilating, and air conditioning)
Large uninterruptible power supplies (UPS)
Equipment vans/motorized vehicles
Desalinization units
Large motors/generators/drives/power distribution systems
Large radars
Rail guns and their power sources
Catapults and their power sources
Multiple console subsystems

40.3.1 (4.3.1) Measurement tolerances.
Unless otherwise stated for a particular measurement, the tolerance shall be as follows:

a. Distance: £5%

b. Frequency: 2%

c. Amplitude, measurement receiver: 2 dB
d

Amplitude, measurement system (includes measurement receivers, transducers, cables,
and so forth): +3dB

Time (waveforms): +5%
Resistors: +5%

e. Capacitors: £20%

o

Discussion: Tolerances are necessary to maintain reasonable controls for obtaining consistent
measurements. Paragraphs 4.3.1.b through 4.3.1.d are in agreement with ANSI C63.2 for
€l ectromagnetic noise instrumentation.

40.3.2 (4.3.2) Shielded enclosures.

To prevent interaction between the EUT and the outside environment, shielded enclosures will
usually be required for testing. These enclosures prevent external environment signals from
contaminating emission measurements and susceptibility test signals from interfering with
electrical and electronic itemsin the vicinity of the test facility. Shielded enclosures must have
adeguate attenuation such that the ambient requirements of 4.3.4 are satisfied. The enclosures
must be sufficiently large such that the EUT arrangement requirements of paragraph 4.3.8 and
antenna positioning requirements described in the individual test procedures are satisfied.

Discussion: Potential accuracy problems introduced by shielded enclosure resonances are well
documented and recognized; however, shielded enclosures are usually a necessity for testing of
military equipment to the requirements of this standard. Most test agencies are at locations
where ambient levels outside of the enclosures are significantly above the limitsin this standard
and would interfere with the ability to obtain meaningful data.
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Electrical interfaces with military equipment are often complex and require sophisticated test
equipment to simulate and evaluate the interface. This equipment usually must be located
outside of the shielded enclosure to achieve sufficient isolation and prevent it from
contaminating the ambient and responding to susceptibility signals.

The shielded enclosure also prevents radiation of applied susceptibility signals from interfering
with local antenna-connected receivers. The most obvious potential offender isthe RS103 test.
However, other susceptibility tests can result in substantial radiated energy that may violate
Federal Communication Commission (FCC) rules.

40.3.2.1 (4.3.2.1) Radio Frequency (RF) absorber material.

RF absorber material (carbon impregnated foam pyramids, ferrite tiles, and so forth) shall be
used when performing electric field radiated emissions or radiated susceptibility testing inside a
shielded enclosure to reduce reflections of electromagnetic energy and to improve accuracy and
repeatability. The RF absorber shall be placed above, behind, and on both sides of the EUT,
and behind the radiating or receiving antenna as shown in Figure 1. Minimum performance of
the material shall be as specified in Tablel. The manufacturer's certification of their RF
absorber material (basic material only, not installed) is acceptable.

DISCUSSION: Accuracy problems with making measurements in untreated shielded enclosures
due to reflections of electromagnetic energy have been widely recognized and documented. The
values of RF absorption required by Table | are considered to be sufficient to substantially
improve the integrity of the measurements without unduly impacting test facilities. The
minimum placement provisions for the material are specified to handle the predominant
reflections. The use of additional material is desirable, where possible. It isintended that the
valuesin Table | can be met with available ferrite tile material or standard 24 inch (0.61 meters)
pyramidal absorber material.

TABLE |. Absorption at normal incidence.

Frequency Minimum absor ption
80 MHz - 250 MHz 6dB
above 250 MHz 10dB

40.3.3 (4.3.3) Other test sites.
If other test sites are used, the ambient requirements of paragraph 4.3.4 shall be met.

Discussion: For certain types of EUTS, testing in a shielded enclosure may not be practical.
Examples are EUTs which are extremely large, require high electrical power levels or motor
drivesto function, emit toxic fumes, or are too heavy for normal floor loading (see 40.3
discussion for additional information). There is a serious concern with ambient levels
contaminating data when testing is performed outside of a shielded enclosure. Therefore, special
attention is given to this testing under 4.3.4, "Ambient electromagnetic level." All cases where
testing is performed outside a shielded enclosure shall be justified in detail in the EMITP,
including typical profiles of expected ambient levels.
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If it is necessary to operate EUTSs that include RF transmitters outside of a shielded enclosure,
spectrum certification and a frequency assignment must first be obtained through the spectrum
management process.

Anoption in emission testing is the use of an open areatest site (OATS) in accordance with
ANSI C63.4. These sites are specifically designed to enhance accuracy and repeatability. Dueto
differences between ANSI C63.4 and this standard in areas such as antenna selection,
measurement distances, and specified frequency ranges, the EMITP shall detail the techniques
for using the OATS and relating the test results to the requirements of this standard.

40.3.4 (4.3.4) Ambient electromagnetic level.

During testing, the ambient electromagnetic level measured with the EUT de-energized and all
auxiliary equipment turned on shall be at least 6 dB below the allowable specified limits when
the tests are performed in a shielded enclosure. Ambient conducted levels on power leads shall
be measured with the leads disconnected from the EUT and connected to a resistive load which
draws the same rated current asthe EUT. When tests are performed in a shielded enclosure and
the EUT isin compliance with required limits, the ambient profile need not be recorded in the
EMITR. When measurements are made outside a shielded enclosure, the tests shall be
performed during times and conditions when the ambient is at its lowest level. The ambient shall
be recorded in the EMITR and shall not compromise the test results.

Discussion: Controlling ambient levelsis critical to maintaining the integrity of the gathered
data. High ambients present difficulties distinguishing between EUT emissions and ambient
levels. Even when specific signals are known to be ambient related, they may mask EUT
emissions that are above the limits of this standard.

The requirement that the ambient be at least 6 dB below the limit ensures that the combination of
the EUT emissions and ambient does not unduly affect the indicated magnitude of the emission.
If asinusoidal noise signal is at the limit and the ambient is 6 dB below the limit, the indicated
level would be approximately 3 dB abovethe limit. Similarly, if the ambient were allowed to be
egual to the limit for the same true emission level, the indicated level would be approximately 5
dB above the limit.

A resistive load is specified to be used for conducted ambients on power leads. However, under
certain conditions actual ambient levels may be higher than indicated with aresistive load. The
most likely reason is the presence of capacitance at the power interface of the EUT that will
lower the input impedance at higher frequencies and increase the current. This capacitance
should be determined and ambient measurements repeated with the capacitance in place. There
is also the possibility of resonance conditions with shielded room filtering, EUT filtering, and
powerline inductance. These types of conditions may need to be investigated if unexpected
emission levels are observed.

Testing outside of a shielded enclosure often must be performed at night to minimize influences
of the ambient. A prevalent problem with the ambient is that it continuously changes with time
as various emitters are turned on and off and as amplitudes fluctuate. A useful tool for
improving the flow of testing isto thoroughly analyze the EUT circuitry prior to testing and
identify frequencies where emissions may be expected to be present.
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An option to improve overall measurement accuracy isto make preliminary measurementsinside
a shielded enclosure and accurately determine frequencies where emissions are present. Testing
can be continued outside the shielded enclosure with measurements being repeated at the selected
frequencies. The 6 dB margin between the ambient and limits must then be observed only at the
selected frequencies.

40.3.5 (4.3.5) Ground plane.

The EUT shall be installed on a ground plane that simulates the actual installation. If the actual
installation is unknown or multiple installations are expected, then a metallic ground plane shall
be used. Unless otherwise specified below, ground planes shall be 2.25 square meters or larger
in area with the smaller side no less than 76 centimeters. When a ground plane is not present in
the EUT installation, the EUT shall be placed on a non-conductive table.

Discussion: Generaly, the radiated emissions and radiated susceptibilities of equipment are due
to coupling from and to the interconnecting cables and not viathe case of the EUT. Emissions
and susceptibility levels are directly related to the placement of the cable with respect to the
ground plane and to the electrical conductivity of the ground plane. Thus, the ground plane plays
an important role in obtaining the most redlistic test results.

When the EUT istoo large to be installed on a conventional ground plane on a bench, the actual
installation should be duplicated. For example, alarge radar antenna may need to beinstalled on
atest stand and the test stand bonded to the floor of the shielded enclosure. Ground planes need
to be placed on the floor of shielded rooms with floor surfaces such astiles that are not
electrically conductive.

The use of ground planesis also applicable for testing outside of a shielded enclosure. These
ground planes will need to be referenced to earth as necessary to meet the electrical safety
requirements of the National Electrical Code. Where possible, these ground planes should be
electrically bonded to other accessible grounded reference surfaces such as the outside structure
of a shielded enclosure.

The minimum dimensions for a ground plane of 2.25 square meter with 76 centimeters on the
smallest side will be adequate only for setupsinvolving alimited number of EUT enclosures
with few electrical interfaces. The ground plane must be large enough to allow for the
requirements included in paragraph 4.3.8 on positioning and arrangement of the EUT and
associated cables to be met.

40.3.5.1 (4.3.5.1) Metallic ground plane.

When the EUT isinstalled on a metallic ground plane, the ground plane shall have a surface
resistance no greater than 0.1 milliohms per square. The DC resistance between metallic
ground planes and the shielded enclosure shall be 2.5 milliohms or less. The metallic ground
planes shown in Figures 2 through 5 shall be electrically bonded to the floor or wall of the basic
shielded room structure at least once every 1 meter. The metallic bond straps shall be solid and
maintain a five-to-one ratio or lessin length to width. Metallic ground planes used outside a
shielded enclosure shall extend at least 1.5 meters beyond the test setup boundary in each
direction.

Discussion: For the metallic ground plane, a copper ground plane with a thickness of 0.25
millimeters has been commonly used and satisfies the surface resistance requirements. Other
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metallic materials of the proper size and thickness needed to achieve the resistivity can be
substituted.

For metallic ground planes, the surface resistance can be calculated by dividing the bulk
resistivity by the thickness. For example, copper has abulk resistivity of 1.75x10°® ohm-meters.
For a 0.25 millimeter thick ground plane as noted above, the surface resistance is
1.7x10%/2.5x10™ = 6.8x10™ ohms per square = 0.068 milliohms per square. The requirement is
0.1 milliohms per square.

40.3.5.2 (4.3.5.2) Compositeground plane.

When the EUT isinstalled on a conductive composite ground plane, the surface resistivity of the
typical installation shall be used. Composite ground planes shall be electrically bonded to the
enclosure with means suitable to the material.

Discussion: A copper ground plane has typically been used for all testing in the past. For most
instances, this has been adequate. However, with the increasing use of composites, the
appropriate ground plane will play abigger rolein the test results. Limited testing on both
copper and conductive composite ground planes has shown some differences in electromagnetic
coupling test results, thus the need exists to duplicate the actual installation, if possible. In some
cases, it may be necessary to include severa ground planesin the sametest setup if different
units of the same EUT areinstalled on different materialsin the installation.

With the numerous different composite materials being used in installations, it is not possible to
specify ageneral resistivity value. The typical resistivity of carbon composite is about 2000
times that of duminum. The actual resistivity needs to be obtained from the installation
contractor and used for testing.

40.3.6 (4.3.6) Power sourceimpedance.

The impedance of power sources providing input power to the EUT shall be controlled by Line
Impedance Sabilization Networks (LISNS) for all measurement procedures of this document
unless otherwise stated in a particular test procedure. LISNs shall not be used on output power
leads. The LISNs shall be located at the power source end of the exposed length of power leads
specified in paragraph 4.3.8.6.2. The LISN circuit shall be in accordance with the schematic
shown in Figure 6. The LISN impedance characteristics shall be in accordance with Figure 7.
The LISN impedance shall be measured at least annually under the following conditions:

a. Theimpedance shall be measured between the power output lead on the load side of the
LISN and the metal enclosure of the LISN.

b. Thesignal output port of the LISN shall be terminated in fifty ohms.
c. Thepower input terminal on the power source side of the LISN shall be unterminated.
The impedance measurement results shall be provided in the EMITR.

Discussion: Theimpedance is standardized to represent expected impedancesin actual
installations and to ensure consistent results between different test agencies. Versions of MIL-
STD-462 (previoudly contained test procedures for MIL-STD-461 requirements) in the past used
10 microfarad feedthrough capacitors on the power leads. Theintent of these devices was to
determine the current generator portion of a Norton current source model. If the impedance of
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the interference source was also known, the interference potential of the source could be
anaytically determined for particular circumstances in the installation. A requirement was never
established for measuring the impedance portion of the source model. More importantly,
concerns arose over the test configuration influencing the design of powerline filtering.
Optimized filters are designed based on knowledge of both source and load impedances.
Significantly different filter designs will result for the 10 microfarad capacitor loading versus the
impedance loading shown in Figure 7 of the main body.

LISNs are not used on output power leads. Emission measurements using LISNs are performed
on input power leads because the EUT is using a power source common to many other
eguipment items and the EUT must not degrade the quality of the power. When the EUT isthe
source of power, the issue is completely different since the electrical characteristics of the power
required are controlled by the defined power quality requirements. Output power leads should be
terminated with appropriate electrical loading that produces potentially worst case emission and
susceptibility characteristics.

The particular configuration of the LISN is specified for several reasons. A number of
experiments were performed to evaluate typical power line impedances present in a shielded
room on various power input types both with and without power line filters and to assess the
possible methods of controlling the impedance. An approach was considered for the standard to
simply specify an impedance curve from 30 Hz to 100 MHz and to allow the test agency to meet
the impedance using whatever means the agency found suitable. The experiments showed that
there were no straightforward techniques to maintain desired controls over the entire frequency
range.

A specific 50 microhenry LISN (see ANSI C63.4) was selected to maintain a standardized
control on the impedance aslow as 10 kHz. Five microhenry LISNs used commonly in the past
provide little control below 100 kHz. Impedance control below 10 kHz is difficult. From
evaluations of several 50 microhenry LISN configurations, the one specified demonstrated the
best overall performance for various shielded room filtering variations. Near 10 kHz, the
reactances of the 50 microhenry inductor and 8 microfarad capacitor cancel and the LISN is
effectively a5 ohm resistive load across the power line.

Using acommon LISN isimportant for standardization reasons. However, the use of alternative
LISNs may be desirable in certain application where the characteristics of the LISN may not be
representative of the actual installation and the design of EUT circuitry is being adversely
affected. For example, there are issues with switching power supply stability and the power
source impedance seen by the power supply. The 50 microhenry inductor in the LISN represents
the inductance of power distribution wiring running for approximately 50 meters. For alarge
platform, such as a ship or cargo aircraft, this value is quite representative of the actual
installation. However, for smaller platforms such as fighter aircraft, inductance values may be
substantialy lower than 50 microhenries. If aternative LISN designs are used, certain issues
need to be addressed such as the frequency range over which effective impedance control is
present and where voltage versus current measurements are appropriate.

Caution needs to be exercised in using the LISN for 400 Hz power systems. Some existing
LISNs may not have components sufficient to handle the power dissipation requirements. At 115
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volts, 400 Hz, the 8 microfarad capacitor and 5 ohm resistor will pass approximately 2.3 amperes
which results in 26.5 watts being dissipated in the resistor.

40.3.7 (4.3.7) General test precautions.

Discussion: The requirements included in paragraph 4.3.7 cover important areas related to
improving test integrity and safety that need special attention. There are many other areas where
test difficulties may develop. Some are described here.

It is common for shields to become loose or broken at connectors on coaxia cables resulting in
incorrect readings. There also are cases where center conductors of coaxia cables break or
separate. Periodic tests should be performed to ensure cable integrity. Special low loss cables
may be required when testing at higher frequencies.

Caution needs to be exercised when performing emission testing at frequencies below
approximately 10 kHz to avoid ground loops in the instrumentation which may introduce faulty
readings. A single-point ground often needs to be maintained. It isusually necessary to use
isolation transformers at the measurement receiver and accessory equipment. The single-point
ground is normally established at the access (feedthrough) panel for the shielded enclosure.
However, if atransducer is being used which requires an electrical bond to the enclosure (such as
the rod antenna counterpoise), the coaxial cable will need to be routed through the enclosure
access panel without being grounded. Since the shielded room integrity will then be
compromised, a normal multiple point grounded setup needs to be re-established aslow in
frequency as possible.

Rather than routing the coaxial cable through the enclosure access panel without grounding it to
the enclosure, a 50-ohm video isolation transformer may be connected to the grounded RF
connector at the access panel inside the room. Normal connection of the measuring receiver is
made to the grounded connector at the panel outside the room. This technique effectively breaks
the ground loop without sacrificing the room's shielding integrity. The losses of the video
isolation transformer must be accounted for in the measurement data. These devices are typically
useful up to approximately 10 MHz.

If isolation transformers are found to be necessary in certain setups, problems may exist with
items powered by switching power supplies. A solution isto use transformers that are rated at
approximately five times the current rating of the item.

Solid state instrumentation power sources have been found to be susceptible to radiated fields
even to the extent of being shut down. It is best to keep these items outside of the shielded
enclosure.

40.3.7.1 (4.3.7.1) Accessory equipment.
Accessory equipment used in conjunction with measurement receivers shall not degrade
measurement integrity.

Discussion: Measurement receivers are generally designed to meet the limits of this standard so
they do not contaminate the ambient for emission testing when they are used inside the shielded
enclosure. However, accessory equipment such as computers, oscilloscopes, plotters, or other
instruments used to control the receiver or monitor its outputs can cause problems. They may
compromise the integrity of the receiver by radiating signals conducted out of the receiver from
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improperly treated electrical interfaces or may produce interference themselves and raise the
ambient. Even passive devices such as headsets have been known to impact the test results.

It isbest to locate all of the test equipment outside of the shielded enclosure with the obvious
exception of the transducer (antenna or current probe). Proper equipment location will ensure
that the emissions being measured are being generated in the EUT only and will help ensure that
the ambient requirements of paragraph 4.3.4 are met. If the equipment must be used inside the
enclosure or if testing is being conducted outside of an enclosure, the measurement receiver and
accessory equipment should be located as far away from the transducers as practical to minimize
any impact.

40.3.7.2 (4.3.7.2) Excess personnel and equipment.

Thetest area shall be kept free of unnecessary personnel, equipment, cable racks, and desks.
Only the equipment essential to the test being performed shall be in the test area or enclosure.
Only personnel actively involved in the test shall be permitted in the enclosure.

Discussion: Excess personnel and both electronic and mechanical equipment such as desks or
cable racks in the enclosure can affect the test results. During radiated emission testing in
particular, all nonessential personnel and equipment need to be removed from the test site. Any
object in the enclosure can significantly influence or introduce standing waves in the enclosure
and thus alter the test results. The requirement to use RF absorber material will help to mitigate
these effects. However, material performance is not defined below 80 MHz for practical reasons
and standing waves continue to be a concern.

40.3.7.3 (4.3.7.3) Overload precautions.

Measurement receivers and transducers are subject to overload, especially receivers without
preselectors and active transducers. Periodic checks shall be performed to assure that an
overload condition does not exist. Instrumentation changes shall be implemented to correct any
overload condition.

Discussion: Overloads can easily go unnoticed if there is not an awareness of the possibility of
an overload or active monitoring for the condition. The usual result is aleveling of the output
indication of the receiver.

Two types of overloads are possible. A narrowband signal such as a sinusoid can saturate any
receiver or active transducer. Typical procedures for selecting attenuation settings for
measurement receivers place detected voltages corresponding to emission limits well within the
dynamic range of the receiver. Saturation problems for narrowband type signals will normally
only appear for a properly configured receiver if emissions are significantly above the limits.
Saturation can occur more readily when receivers are used to monitor susceptibility signals due
to the larger voltagesinvolved.

Overload from impulsive type signals with broad frequency content can be much more deceptive.
This condition is most likely to occur with devices without a tuneable bandpass feature in the
first stage of the signal input. Examples are preamplified rod antennas and spectrum analyzers
without preselectors. Theinput circuitry is exposed to energy over alarge portion of the
frequency spectrum. Preselectors include atuneable tracking filter which bandwidth limits the
energy applied to the receiver front end circuitry.
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Measurement receiver overload to both narrowband and impulsive type signals can be evaluated
by applying 10 dB additional attenuation in the first stage of the receiver (before mixer circuitry)
or external to thereceiver. If overload is not present, the observed output will uniformly
decrease by 10 dB.

Overload conditions for active antennas are normally published as part of the literature supplied
with the antenna. For narrowband signals, the indicated level in the data can be reviewed with
respect to the literature to evaluate overload. Levels are also published for impulsive type
signals, however, these levels are not very useful since they usually assume that aflat field exists
across the useable range of the antenna. In redlity, the impulsive field will vary significantly with
frequency and the antenna circuitry sees the integration of the spectral content of thisfield over
its bandpass. The primary active antenna used is an active rod antenna. Overload can be
evauated by collapsing the rod and observing the change in indication. If overload is not
present, the indicated level should drop approximately 8 dB (rod at 30% of its original height).
The actual change for any particular manufacturer's product will depend on the telescoping
design and can be determined by radiating a signal to the antennathat is within its linear range.

40.3.7.4 (4.3.7.4) RF hazards.

Some tests in this standard will result in electromagnetic fields that are potentially dangerous to
personnel. The permissible exposure levelsin DoDI 6055.11 shall not be exceeded in areas
where personnel are present. Safety procedures and devices shall be used to prevent accidental
exposure of personnel to RF hazards.

Discussion: During some radiated susceptibility and radiated emission testing, RS103, RS105
and RE103 in particular, fields may exceed the permissible exposure levelsin DoDI 6055.11.
During these tests, precautions must be implemented to avoid inadvertent exposure of personnel.
Monitoring of the EUT during testing may require specia techniques such as remotely connected
displays external to the enclosure or closed circuit television to adequately protect personnel.

40.3.7.5 (4.3.7.5) Shock hazard.
Some of the tests require potentially hazar dous voltages to be present. Extreme caution must be
taken by all personnel to assure that all safety precautions are observed.

Discussion: A safety plan and training of test personnel are normally required to assure that
accidents are minimized. Test equipment manufacturers precautions need to be followed, if
specified. If these are not available, the test laboratory should establish adequate safety
precautions and train all test personnel. Special attention should be observed for CS109 since
electronic enclosures are intentionally isolated from the ground plane for test purposes.

40.3.7.6 (4.3.7.6) Federal Communications Commission (FCC) restrictions.

Some of the tests require high level signalsto be generated that could interfere with normal FCC
approved frequency assignments. All such testing should be conducted in a shielded enclosure.
Some open site testing may be feasible if prior FCC coordination is accomplished.

Discussion: Radiated susceptibility RS103 testing and possibly other tests will produce signals
above FCC authorizations. Thissituation is one of the reasons that shielded enclosures are
normally required.
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40.3.8 (4.3.8) EUT test configurations.

The EUT shall be configured as shown in the general test setups of Figures 1 through 5 as
applicable. These setups shall be maintained during all testing unless other direction is given
for a particular test procedure.

Discussion: Emphasisis placed on "maintaining” the specified setup for all testing unless a
particular test procedure directs otherwise. Confusion has resulted from previous versions of the
standard regarding consistency of setups between individual requirementsin areas such as lead
lengths and placement of 10 uF capacitors on power leads. In thisversion of the standard, any
changes from the general test setup are specificaly stated in the individual test procedure.

40.3.8.1 (4.3.8.1) EUT design status.
EUT hardware and software shall be representative of production. Software may be
supplemented with additional code that provides diagnostic capability to assess performance.

Discussion: It isimportant that the hardware and software being tested is the same as the
equipment that is being fielded. Sometimes equipment is tested which is pre-production and
contains circuit boards that do not include the final layout or software that is not the final version.
Questions inevitably arise concerning the effects of the differences between the tested equipment
and production configurations on the qualification status of the equipment. Analytically
determining the impact is usually difficult.

40.3.8.2 (4.3.8.2) Bonding of EUT.

Only the provisions included in the design of the EUT shall be used to bond units such as
equipment case and mounting bases together, or to the ground plane. When bonding straps are
required, they shall be identical to those specified in the installation drawings.

Discussion: Electrical bonding provisions for equipment are an important aspect of platform
installation design. Adequacy of bonding is usually one of thefirst areas reviewed when
platform problems develop. Electrical bonding controls common mode voltages that develop
between the equipment enclosures and the ground plane. Voltages potentialy affecting the
equipment will appear across the bonding interface when RF stresses are applied during
susceptibility testing. Voltages will also develop due to internal circuit operation and will
contribute to radiated emission profiles. Therefore, it isimportant that the test setup use actual
bonding provisions so that test results are representative of the intended installation.

40.3.8.3 (4.3.8.3) Shock and vibration isolators.

EUTs shall be secured to mounting bases having shock or vibration isolators if such mounting
bases are used in the installation. The bonding straps furnished with the mounting base shall be
connected to the ground plane. When mounting bases do not have bonding straps, bonding
straps shall not be used in the test setup.

Discussion: Including shock and vibration isolators in the setup when they represent the platform
installation isimportant. The discussion above for paragraph 4.3.8.2 is also applicable to shock
and vibration isolators; however, the potential effect on test resultsis even greater. Hard
mounting of the equipment enclosures to the ground plane can produce alow impedance path
across the bonding interface over most of the frequency range of interest. The bonding straps
associated with isolators will typically represent significant impedances at frequencies aslow as
tens of kilohertz. The common mode voltages associated with these impedances will generally
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be greater than the hard mounted situation. Therefore, the influence on test results can be
Substantial.

40.3.8.4 (4.3.8.4) Safety grounds.

When external terminals, connector pins, or equipment grounding conductors are available for
safety ground connections and are used in the actual installation, they shall be connected to the
ground plane. Arrangement and length shall be in accordance with 4.3.8.6.1. Shorter lengths
shall be used if they are specified in the installation instructions.

Discussion: Safety grounds used in equipment enclosures have been the source of problems
during EMI testing. Since they are connected to the equipment enclosure, they would be
expected to be at a very low potential with respect to the ground plane and a non-contributor to
test results. However, the wire lengths within enclosures are often sufficiently long that coupling
to them results from noisy circuits. Also, safety grounds can conduct induced signals from
external sources and reradiate within the equipment enclosure. Therefore, they must be treated
similarly to other wiring.

40.3.8.5 (4.3.8.5) Orientation of EUTs.

EUTs shall be oriented such that surfaces which produce maximum radiated emissions and
respond most readily to radiated signals face the measurement antennas. Bench mounted EUTs
shall be located 10 +2 centimeters from the front edge of the ground plane subject to allowances
for providing adequate room for cable arrangement as specified below.

Discussion: Determination of appropriate surfacesis usually straightforward. Seams on
enclosures that have metal-to-metal contact or contain EM| gaskets rarely contribute and should
be considered low priority items. Prime candidates are displays such as video screens,
ventilation openings, and cable penetrations. In some cases, it may be necessary to probe the
surfaces with a sensor and measurement receiver to decide on EUT orientation.

MIL-STD-462 (superseded by this standard) specifically required probing with aloop antennato
determine localized areas producing maximum emissions or susceptibility for radiated electric
field testing. The test antennas were to be placed one meter from the identified areas. The
requirement was not included in this standard due to difficulties in applying the requirement and
the result that probing was often not performed. Probing implies both scanning in frequency and
physical movement of the probe. These two actions cannot be performed in a manner to cover all
physical locations at all frequencies. A complete frequency scan can be performed at particular
probe locations and movement of the probe over the entire test setup can be performed at
particular frequencies. The detailed requirements on the use of multiple antenna positions and
specific requirements on the placement of the antennasin test procedures for RE102 and RS103
minimize concerns with the need to probe.

40.3.8.6 (4.3.8.6) Construction and arrangement of EUT cables.

Electrical cable assemblies shall ssimulate actual installation and usage. Shielded cables or
shielded leads (including power leads and wire grounds) within cables shall be used only if they
have been specified in installation requirements. Cables shall be checked against installation
requirements to verify proper construction techniques such as use of twisted pairs, shielding, and
shield terminations. Details on the cable construction used for testing shall be included in the
EMITP.
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Discussion: For most EUTS, electrical interface requirements are covered in interface control or
similar documents. Coordination between equipment manufacturers and system integration
organizationsis necessary to ensure a compatible installation from both functional and
electromagnetic interference standpoints. For general purpose EUTSs, which may be used in
many different installations, either the equipment specifications cover the interface requirements
or the manufacturers publish recommendations in the documentation associated with the
equipment.

Equipment manufacturers sometimes contend that failures during EMI testing are not due to their
eguipment and can be cured ssimply by placing overall shields on the interface cabling. High
level emissions are often caused by electronic circuits within EUT enclosures coupling onto
cables simulating the installation which interface with the EUT. Overall shielding of the cabling
iscertainly permissible if it is present in the instalation. However, the use of overall shielding
that is not representative of the installation would result in test datathat isuseless. Also, overall
shielding of cabling in someinstalationsis not afeasible option due to weight and maintenance
penalties. The presence of platform structure between cabling and antennas on a platform is not
an acceptable reason for using overall shields on cables for testing in accordance with this
standard. The presence of some platform shielding is a basic assumption.

An issue that arises with power leads concerns the use of shielding. It isunusual for power leads
to be shielded in the actual installation. If they come directly off a prime power bus, shielding
can only be effective if the entire bus is shielded end-to-end. Since buses normally distribute
power to many locations, it is not practical to shield them. An exception to this situation is when
power is derived from an intermediate source that contains filtering. Shielding between the
intermediate source and the EUT will then be effective. When it is proposed that shielded power
leads be used in the test setup, the configuration needs to be researched to ensure that it is
correct. There may be instances when published interface information is not available. Inthis
case, overall shielding isnot to be used. Individual circuits are to be treated as they typically
would for that type of interface with shielding not used in questionable cases.

For some testing performed in the past using bulk cable drive techniques, overall cable shields
were routinely removed and the injected signal was applied to the core wiring within the shield.
The intent of this standard isto test cables as they are configured in the installation. If the cable
uses an overall shield, the test signal is applied to the overall shielded cable. If the procuring
agency desires that the test be performed on the core wiring, specific wording needsto be
included in contractual documentation.

40.3.8.6.1 (4.3.8.6.1) Interconnecting leads and cables.

Individual leads shall be grouped into cables in the same manner asin the actual installation.
Total interconnecting cable lengths in the setup shall be the same as in the actual platform
installation. If a cableislonger than 10 meters, at least 10 meters shall be included. When
cable lengths are not specified for the installation, cables shall be sufficiently long to satisfy the
conditions specified below. At least the first 2 meters (except for cables which are shorter in the
actual installation) of each interconnecting cable associated with each enclosure of the EUT
shall be run parallé to the front boundary of the setup. Remaining cable lengths shall be routed
to the back of the setup and shall be placed in a zig-zagged arrangement. When the setup
includes more than one cable, individual cables shall be separated by 2 centimeters measured
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fromtheir outer circumference. For bench top setups using ground planes, the cable closest to
the front boundary shall be placed 10 centimeters from the fro